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Aytentudukanus

be3zonacHocts nndopmanuu

I'ocynapcTBeHHas
nH(pOpMallMOHHAS CUCTEMA

Hoctyn k uapopmanun
HocTynHoCTh

3ammra uHGOpMaUn
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa

3amumaemas HHGOpMAaIHs

Wnentudukamnms

WNudopmannonHas cucrema

Nudopmarnimonusie pecypesbl

HNHdopmannoHHble
TEXHOJIOTHUHI

WNndopmarnus

KonTponupyemas 30Ha

KonduaermnuaibHOCTH

O06paboTka nepcoHanbHbBIX
JTAHHBIX

TEPMHWHBI 1 ONPEJAEJIEHUSA

JlelicTBus 1O IpOBEpKE MOJIMHHOCTU CYObEKTa J0CTyla
B MH(POPMALIMOHHON CUCTEME

CocrosiHME  3alUINEHHOCTH  HMH(pOpMAlMM, IPU KOTOPOM
obecrieyeHbl €€ KOH(MICHLIUAIBHOCTh,  JOCTYIHOCTb
U LIEJIOCTHOCTb

WNudopmannonHas cuctema, co3jaBaeMasi B LEJAX peau3aliu
HOJTHOMOYU I roCyJJapCTBEHHBIX OpraHoB
u obecnieueHnss oOMeHa uH(pOpMAIMEH MEXIy O3TUMH
OpraHaMH, a TaKXe€ B HMHBIX YCTAHOBJICHHBIX (elepabHbIMU
3aKOHaMU LEJSIX

Bo3MmokHOCTB nosyueHust HHGOpMaIMK U €€ UCI0Ib30BAHUS
CocrosiHre MH(POpPMAIUKM, XapaKTEPHU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB M HMH(OPMAIMOHHBIX TEXHOJIOTUM
obecrieunBaTh OECHPENATCTBEHHBI JOCTYyn K HH(pOpMauu
CyOBEKTOB, UMEIOIIUX HA ATO MOJTHOMOYHMS

3ammra uWHOpMAIMK, HANpaBlICHHAs Ha IpeIOTBpAIlCHUE
HOJY4YEeHUsl 3alMIaeMoil MHpopMalMKu 3auHTEPECOBAHHBIMU
CyObEeKTaMu C HApyIICHHEM YCTAaHOBJICHHBIX HOPMATHBHBIMH
U IPaBOBBIMU JOKYMEHTaMHU (aKkTamMH) WM 00JaaTesI MU
uH(poOpMalMKl TpaB WM [paBWI pasrpaHUUYEHUs] JOCTyNa
K 3aluiaeMoil napopmanuu

Wndpopmanus, sBisiomiascs MOPeaIMETOM  COOCTBEHHOCTH
U MOJAJIeKallas 3allUTe B COOTBETCTBUM C TPeOOBAHUSAMHU
MPaBOBBIX JTOKYMEHTOB WIN TpeOOBaHUSIMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM MH(POPMALIUU
[TpucBoenue cyoObekTaM U 00BEKTaM JOCTYIA UACHTH(PUKATOpA
U (MaM) CpaBHEHHE TMPeXbsABIIEMOro HJCHTU(UKATOpa
C TepeyHeM MTPUCBOCHHBIX UICHTH(PHKATOPOB

CoBOKYIHOCTh cojieprkalieiicss B 0a3zax JaHHBIX MH(OpMaLUH
u o0ecrieynBaOIUX  ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJCTB

OTtnenbHBIE TOKYMEHTHI W OTIENbHBIE MAacCCHBBI JOKYMEHTOB,
JOKYMEHTBI U MacCHUBbl  JJOKYMEHTOB,  COJEp’Kalluecs
B MH(QOPMALIMOHHBIX ~ cUCTeMax (OmOnmoTekax, apxuBax,
¢dongax, 6aHKax JaHHBIX, HH(POPMAIIMOHHBIX CUCTEMAaX JPYTUX
BUJIOB)

[Tpomeccel, MeTonsl MoMCKa, cOopa, XpaHEHHUs, 00pabOTKH,
IIPEIOCTABIICHUS, PACIpPOCTPAaHEHUSI MH(OpPMALUU U CHOCOObI
OCYIIIECTBJIEHUS TAKUX IPOLIECCOB U METO/IOB

CaeneHus (coobmenus, JTAHHBIC) HE3aBUCHMO
0T (OpMBI UX IPECTABICHUS

[IpoctpancTtBo  (TeppuTopus, 3IaHHWE, YacTh  3/IaHHS),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIMpyeMoe INpeObIBaHuE JIHII,
HE UMEIOUIMX [OCTOSHHOTO WM  Pa30BOro  JOIYycCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

OO6s3aTenbHOE U1 BBIOJIHEHUS JTUIIOM, MOJIYYUBIIUM JOCTYII
K OINpejeieHHOW uHpopMmanuu, TpeboBaHHE HE IepenaBaTh
Takyl0o HH(QOpMalLMIO TpeThUM JHIaM 0e3  corjacus
ee oOnanaTens

JeiicTBus (omepanun) ¢ NEpCOHANBHBIMHA JaHHBIMH, BKIIFOUYAs
cbop, cHucTeMaTU3aluio, HaKOIUIEHHE, XpaHEHUE, YTOUYHEHHE



Omneparop

HCpCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTb

LlenoctHOCTH

(oOHOBIIEHUE, W3MEHEHHE), UCIOJIb30BAHNE, PACIIPOCTPAaHEHHE
(B TOM wumcie Tmiepenavy), OOe3TWYMBaHUE, OJIOKMPOBAHHUE,
VHHUYTOKEHUE TIEPCOHABHBIX JaHHBIX

TPOKIAHUH WM IOPUIUYECKOE JIUIO, OCYIICCTBIISIONINC
JeSITeIBbHOCTh 10 SKCIUTyaTallul MH(POPMALMOHHOW CHCTEMBI,
B TOM YHcie 1o 00paboTke HHGOPMAIUMH, COACpKaIIehHCs
B ee 0a3ax JaHHBIX

JIrobass mHpoOpManus, OTHOCAIIASICS K TMPSMO WIH KOCBEHHO
OTIpeNIeIICHHOMY WJIH OTpeeIsieMoOMY (PU3NIECKOMY JIUILY

COBOKYMHOCTh ~ yCIIOBUH U (aKkTOpOB,  CO3AAIOIIUX
MOTEHIIUATBHYIO WIn peajibHO CYLIECTBYIOLYIO
OMACHOCTb, CBSI3aHHYIO c yTEeUKOi uH(bopMauu

W/WIIM HECAaHKLIIMOHUPOBAaHHBIMU W/MJIM  HEeTIpeIHaMEPEHHBIMU
BO3/ICHCTBUSMU Ha Hee

HenocraTok (cmabocTh) MIPOrPaMMHOTO
(mporpaMMHO-TEXHHUYECKOTI0) CPeACTBA WM MH(POPMALMOHHOM
CHUCTEMBI B IIEJIOM, KOTOpBIA (KOTOpas) MOXeT OBITh
UCMOJNb30BaHA Ui pealu3aluu  yrpo3  0e30MacHOCTH
uH(popManuu

VYcroilunBocTh  MH(OpManMM K HECAaHKLMOHHPOBAHHOMY
WIM CIy4ailHOMYy BO3JEHMCTBHMIO Ha Hee B Ipolecce o0paboTKu
TEXHUYECKUMU CpEICTBAMH, DPE3YJIbTaTOM KOTOPOTO MOKET
OBbITh YHUUTOXKEHHUE U UCKAXKEHHE HH(POpMaLUU



OBO3HAYEHUA U COKPAIIIEHU A

I'OCTP — T'ocynmapctBenHnbliii cranaapt Poccuiickoit @enepanuu

ITonutuka — Ilonutuka wuHpOpMannoHHON ©Oe3omacHocTH ['ocymapcTBEHHOTO
OI0/UKETHOTO ~ 00I1e00pa30BaTeIbBHOTO  YUPESXKICHHS  CPEIHEH
obmeoOpa3zoBarenbHOM WKOIBI Ne 581 ¢ yrmyOineHHBIM H3y4eHUEM
texHosioruu [Ipumopckoro paitona Cankr-IletrepOypra

I'BOY mikomna Ne 581 ¢ — T'ocynapcTtBeHHOE OrOJKETHOE 00IIe00pa3oBaTeIbHOE YUPEKICHHE
yriIyOJlIeHHBIM H3y4eHHeM  cpenHsisi oOmieoOpasoBaTtenbHas mkosna Ne 581 ¢ yrimyOneHHBIM
TEXHOJIOTUH n3yuyenueM texHosioruu [Ipumopckoro paitona Cankrt-IlerepOypra

[Ipumopckoro paiioHa

Canxkr-IlerepOypra

®OCB Poccun — @DepnepanbHas ciyx0a 6e3omacHoctu Poccuiickoit denepanun
OCTIK Poccun — @enepalibHas CITyk)0a M0 TEXHUIECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJOXEHUA

Hacrosimas [lonutrka sBisieTcsl JOKYMEHTOM, ONPEAEISIOIINM HAPABICHUS 1ESITEIIbHOCTH
B o0Omactu obOecrneueHuss HMHPOPMAIMOHHON  OE30MACHOCTH M TPEACTABISACT  COOOM
CUCTEeMAaTHU3UPOBAHHOE H3JIOKEHHE 1IeJiel U 3a/1a4 HH()OpPMALIMOHHON 0€30MacHOCTH, KaK OJIHO WM
HECKOJIBKO IIpaBWJI, MPOLENYp, NPAKTUYECKUX MPUEMOB U PYKOBOJSALIMX MPHUHIMIIOB, KOTOPHIMU
pykoBojactByercs ['BOY mkoma No 581 ¢ yrimyOiieHHBIM HM3ydeHHWEM TexHoJioruu IIpumopckoro
paifona Cankr-IletepOypra, a Takke OpraHM3alMOHHBIX, TEXHOJOTMYECKUX U IPOLEAYPHBIX
acreKkToB oOecneyeHs HHHOPMAITMOHHOW 0€301TacCHOCTH.

[Tonoxxenuss  Hactosmier  [lonmuTukm  HE  pacmpocTpaHSIOTCSs Ha — obOecriedyeHue
nH(OPMaLIMOHHON 0€30MaCHOCTH CBEICHHM, COCTABISAIONIMX TOCYAAPCTBEHHYIO TalHY.

OcHoBHOH 3amaueil B obnactu uHpopMarmonHoit 6e3omacHoctu 'bOY mkoma Ne 581 ¢
yrayOneHHbIM u3yueHueM TexHojoruu IIpumopckoro paitona Cankt-lIlerepOypra mnpusHaer
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECIeYeHUs 3alUThl HH(pOpMAIK HWHPOPMAIMOHHBIX
pecypcoB 'BOY mkoner Ne 581 ¢ yrinyOiieHHBIM H3ydeHUuEM TexHojoruu I[Ipumopckoro pairioHa
Cankr-IlerepOypra B KOHTEKCTE pa3BUTHS 3aKOHOAATeNbCcTBAa Poccuiickoit denmepanuu U HOPM
perynupoBaHus HH(QOPMAIIMOHHON MAEATEIbHOCTH B TEKYHIMX YCIOBUAX (DYHKIIMOHUPOBAHHS
MH(OPMALIOHHOTO MOJIS.

ITpu pazpabotke [ToAUTUKN yUYUTHIBAINCH OCHOBHBIE IPUHIIUIIBI CO3JAHUS CUCTEM 3allUThI
uH(pOpMalLlM,  XapaKTEePUCTUKM U  BO3MOXKHOCTH  OpPraHU3alMOHHO-TEXHUYECKUX  MEp
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IPOTPAMMHBIX CPEACTB 3alllUThI HH(POPMALIHH.

B pamkax cBoeit apearenpbHoctH ['BOY mkoma Ne 581 ¢ yriyOneHHBIM H3ydeHHEM
texHojoruu [Ipumopckoro paitona Cankr-IletepOypra o6s13yeTcs npeAnpuHIMATh BCE BO3MOXKHBIE
MEpHI JUIS 3alIUTHl HH(POPMAIMU OT yrpo3 6€30MacHOCTH HHPOPMALIUH.

TpeboBanust HPOPMAIIMOHHOM 6€30MACHOCTH, COOTBETCTBYIOT LM AesitenbHocTH [ BOY
kol Ne 581 ¢ yriyGiieHHbIM u3ydeHueM texHosaoruu [Ipumopckoro paitona Cankr-IlerepOypra
U TpeJAHa3HAuYeHbl I CHIKEHHS PHUCKOB, CBS3aHHBIX C peaiu3anuend yrpo3 Oe3onacHoCTd
uH(pOpMaLIUH.

ITomuTuka noctynHa BceM pabotHukam 'BOY mikonsr Ne 581 ¢ yriyGneHHBIM H3ydeHHEM
texHojoruu [Ipumopckoro paiiona Cankr-IletrepOypra u Bcem moJjib30BaTENsIM €r0 PECYPCOB.

2 I1EJHA U 3AJJAYM OBECIIEYEHUS TH®OPMAILIMOHHOM BE3ONACHOCTH

Cy0bexTbl HHPOPMAUMOHHBbIN OTHOLIEHHU I

CyObexTamu npu obecnieueHMH MHPOpManmoHHoi OezonacHoctu B ['BOY mkone Ne 581 ¢
yrayOieHHbIM u3yueHueM TexHosoruu Ipumopckoro paitona Cankr-IlerepOypra siBisiroTcst:

paOOTHUKHU CTPYKTYPHBIX MO/pa3AeaeHUi (B TOM YHCIIE YBOJICHHBIE);

rpaxzaaHne, paboTaoIlre Mo JoroBopaM IrpakJaHCKO-IIPaBOBOT0 XapaKTepa;

¢u3nyeckue JMIA, NPEJCTaBUTENM KOHTPAareHTOB B pPAaMKaxX HCIOJIHEHUS JOTOBOPHBIX
00513aTEJILCTB;

¢usnueckue nuua, nogasume obpamenue B agpec 'BOY mkonsr Ne 581 ¢ yriayOineHHBIM
nuzydeHueM texHosoruu [Ipumopckoro paitona Cankrt-IlerepOypra;

IOPUJIMYECKHE JIMIIA, B PAMKaxX HCIIOJIHEHHs JTOTOBOPHBIX 00s3aTE€IbCTB MM BO HMCHOJHEHUH
TpebOBaHMIT CO CTOPOHBI 3aKOHOATENbCTBA Poccuiickoit Denepanny;

Oprasbl TOCYyJJapCTBEHHOH BJIACTH.

O0bexThbl HHPOPMALMOHHBIX OTHOLICHHU I

Oo6bexTamu HH(OPMAITMOHHBIX OTHOIICHUN SBIISIFOTCA:

nHpopmarmonusie pecypcbl ' BOY mikost Ne 581 ¢ yrimyOneHHBIM H3ydeHUEM TEXHOJIOTUN
[Tpumopckoro paiiona Cankrt-IlerepOypra;

rocyiapcTBeHHble ~ MHGOpMalMoHHbIE  cucTeMbl — OmepaTopoM  KOTOPBIX  SIBJISETCS
I'BOY mxona Ne 581 c¢ yrmyOneHHbIM u3ydeHueM TexHojoruu I[Ipumopckoro paifona CaHKT-
[TerepOypra;

npoiieccel 00paboTku uHpopmanuu B uHpopManoHHbIX cucteMax ['BOY mxomsr Ne 581 ¢
yrayOneHHbIM — u3ydyeHueM  TexHosorun — [lpumopckoro  paiiona  Cankr-IletepOypra,



UH(POPMALIMOHHbIE TEXHOJOTHM, PpEerjJaMeHThl W Mpoueaypbl cOopa, 00pabOTKM, XpaHEHUs
U miepeaaun nHpopmanuu;

uH(poOpMallMOHHasT MH(QPACTPYKTypa, BKIIOYAMOIIAS CUCTEMBl OOpaOOTKH, XpaHCHUS
U aHajM3a UH(OpPMAIMK, IPOrPaAMMHBIE U IIPOTrPaMMHO-aINIapaTHbIE CPEACTBA, B TOM YUCIIE KaHAJIbI
CBSI3M U TEJIEKOMMYHUKALINH;

CHCTEMBI M CPEICTBA 3aIUThl HHPOPMALMU, OOBEKTHI U MOMEIIEHHs], B KOTOPBIX Pa3MeLCHbI
cpeacTBa 00paboTKU HHPOPMALIUH.

esn ob6ecnieyeHus1 uHPOPMALMOHHOW 0€30MTACHOCTH

OcHoBHOU 1eNbI0 oOecrieueHuss uHpopMarmonHoi Oe3zomacHoctd ['BOY mkomer Ne 581 ¢
yriIyOJeHHbIM H3ydyeHueM TexHosoruu IIpumopckoro paiiona Cankr-IlerepOypra sBisoTcs
JeMCTBUSL HANpaBJICHbl HAa JIOCTHKEHHE 3aLIUThl CYOBEKTOB HH(POPMALMOHHBIX OTHOIICHHHA OT
BO3MOXKHOI'O HAHECEHHs MM MaTepHalbHOro, (U3UYECKOro, MOPAJIBHOTO WM MHOro yuepoa,
NOCPEJICTBOM  CIy4YalHOTO WM  TPEJAHAMEPEHHOrO  BO3JEHCTBHA  Ha  MH(OPMALHUIO,
B TOM YHCJIE!

oOecnieueHus OTKa30yCTOMYMBOTO (yHKIIMOHUPOBAHUS IPOrPaMMHBIX
U anmnapatHo-iporpaMMHbIX cpeactB ['BOY mkoner Ne 581 ¢ yriyOneHHBIM H3ydeHUEM
texHojoruu [Ipumopckoro paiiona Cankr-IletepOypra u npenocrapisieMbIX CEpBUCOB;

COOJIIOJIEHHsI IPABOBOIO PEXHMMa HCIOJIb30BaHUS MAacCCHBOB U CpEACTB  00pabOTKH
uH(popMaLuu;

NpPEJOTBPALICHNUs peanu3aluud Yrpo3 0e30macHOCTH HMHGOPMAlMM HpU  OCYLIECTBICHUU
nesitenibHOoCcTH ['BOY mikonsr Ne 581 ¢ yriyGneHHbIM u3ydeHHEM TexHojoruu IIpumopckoro
paitona Cankt-IlerepOypra.

3agauu obecrneyeHus HHPOPMAIMOHHOM 0e30NIACHOCTH

JocTwxkenue neneit odecneueHust MHGOpMaMOHHON 06€30aCHOCTH U CBOMCTB MH(OpMaIuy,
I'BOY mkonsr Ne 581 ¢ yriyOneHHbIM M3ydyeHueM TexHosioruu Ilpumopckoro paiiona CaHKT-
[TeTepOypra periaercs CleayrOIUMHU 3a1a4aMu:

3alIUThl OT HECAHKIIMOHUPOBAHHOTO JJOCTYNA K MH()OPMAIIMOHHBIM PECypCaM;

pasrpaHMYeHHs JOCTYNa MOJb30BaTesIel K MHPOPMAIMOHHBIM, allapaTHbIM, IPOTrPaMMHBIM
Y UHBIM pecypcaM;

perucrpal M NEpPUOAMYECKOTO KOHTPOJs JAEWCTBUH TIoJb30BaTeneld mpu 00paboTke
3alUIaeMol HHGOpMaIKi U NepUOIUIECKUN KOHTPOJIb KOPPEKTHOCTH UX JEHCTBUM;

KOHTPOJISI LIEJIOCTHOCTH CpEAbl MCIOJHEHHMS NPOrpaMM M €€ BOCCTAaHOBJIEHHE B Ciydae
HapyIICHHUS;

oOecrieueHHs ayTeHTU(UKAMKM U UACHTU(UKAIMK  [0JIb30BATENeH,  y4acTBYIOIIHX
B MH(OPMaLIMOHHOM OOMEHE;

o0ecrieueHus WCIIPABHOCTHU IPUMEHSAEMBIX B UH(POPMALIMOHHBIX CHUCTEMAaX
I'BOY mkonsl Ne 581 ¢ yrmyOneHHbIM u3ydeHueM TexHosnoruu I[Ipumopckoro paiioHa CaHKT-
[TerepOypra cpeacTs 3amuTsl HHGOpMaIUy;

CBOEBPEMEHHOTO BBISBIEHHE MCTOYHHUKOB YIrpo3 0€30MacHOCTH HWH(POpMAIUH, NPUIHH
U YCIIOBHMH, CIIOCOOCTBYIOIIMX  HAHECEHUIO  ymiepba  3aMHTEPECOBAaHHBIM  CyOBbeKTam
MH(OPMALIMOHHBIX OTHOIIEHHUI;

CO3/IaHUEM CIIY>)KObI MOHUTOPHHIA M pearupoBaHMs Ha yrpo3bl O€30MacHOCTH MHGPOpMAaLUuU
Y HeraTUBHBIE MTOCIIEICTBUS;

CO3JIaHUEM YCIIOBHMH JUIsi MUHUMHU3AI[MM HAHOCUMOTO yIiepOa HenmpaBOMEPHBIMH JIEHCTBUAMH,
U yCTpaHEeHHe MOcieICTBUI HapyeHus nHdopmannonHoi 6ezonacHoctd B 'BOY mikone Ne 581 ¢
yIIIyOJIeHHBIM U3ydyeHueM TexHonoruu [Ipumopckoro paitona Cankr-IlerepOypra.

Pemenue BoimenepeunciaeHubix 3a1a4 B [BOY mkomne Ne 581 ¢ yrimyOneHHbIM U3ydyeHHEM
texHosioruu [Ipumopckoro paiiona Cankt-IlerepOypra ocymecTBIIseTCs TOCPEACTBOM:

yueTa BceX MoJIekalluX 3alnuTe THPOPMAIIMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JIEHCTBUI MepcoHaa, OCYLIECTBISIONIEr0 00CIyKUBaHUE U MOAU(DUKALIUIO
MPOrPaMMHBIX U MPOTPaMMHO-aNNapaTHBIX CPEICTB UH(POPMALIMOHHBIX CUCTEM;

periaMeHTalru MpoleccoB 00paboTku uHpopMmaiuu, neicteuil pabotHrkoB ['BOY mikosnsl
Ne 581 c¢ yrnyOnenHelM u3yueHueM TexHojoruu Ilpumopckoro paiiona Cankt-IlerepOypra,



OCYIIECTBIISAIONMX 3KCIUIyaTallli0 IMPOrPaMMHBIX U IIPOrPaMMHO-AINIAPATHBIX CPENCTB, HA OCHOBE
YTBEP>KJCHHBIX OPraHU3alMIOHHO-PACIOPSAAUTENBHBIX JOKYMEHTOB M0 3alUTe HHPOPMALIUY,

HAa3HAYEHUs U MOJrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3ALUI0 M OCYLIECTBICHHE
MeponpHusATHiA 1o olecredeHnto uHpopMannoHHoi Oe3omacHoctH B ['BOY mkome Ne 581 c
yri1yOJeHHbIM U3ydyeHueM TexHonoruu [Ipumopckoro paitona Cankr-IlerepOypra;

HAJEJICHUST KaXJ0ro pabOTHUKA MHHUMAJIbHO HEOOXOAMMBIMHM IpaBaMH Ipu padoTe
B UH(POPMALIMOHHOW HHPPACTPYKTYPE COINIACHO UX JOKHOCTHBIM O0S13aHHOCTSIM;

COOJIIOJIEHHS] BCEMH Pa0OTHUKAMM, 3KCILTyaTUPYIOIUMHI U 00CITY>KHBAIOLMMH IIPOTrpaMMHBIE
U I[pOrpaMMHO-alllIapaTHblE  CPEICTBA, TpeOOBaHMM  OPraHU3aLMOHHO-PACHOPSAUTEIBHBIX
JOKYMEHTOB I10 BOIIpocaM obecrieueHust HH()OPMAIIMOHHON 0e3011aCHOCTH;

NEPCOHAIBHON OTBETCTBEHHOCTBIO Ka)J10ro pabOTHUKA 3a CBOU JIEHCTBHS, Y4acCTBYIOIIETO
B paMKaxX CBOMX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B MPOLIECCAX aBTOMATU3MPOBAHHON 00pabOTKH
MH(POPMALIMU 1 UMEIOIIET0 J0CTYI K pecypcaM HH()OPMALIMOHHBIX CUCTEM;

peanu3anyeld TEeXHOJOTHYECKUX IPOLEecCOB 00pabOTKM HHGPOPMALKMU C HCIOJIb30BaHUEM
KOMIUIEKCOB ~ OPraHM3allMOHHO-TEXHWYECKMX Mep 3allUThl [POrpaMMHOro  obecredeHus,
IIPOrpaMMHO-aIIIapaTHBIX CPEJICTB;

OPUHATHS MEp MO O00eCle4YeHuI0 (U3NYECKON IIETOCTHOCTH MPOTPaMMHO-AMIapaTHBIX
cpeacTB WH(GOPMAIMOHHBIX CHUCTEM M TOJIEPKAaHHEM HEOO0XOJAWMOTO YpPOBHS 3aIlUIICHHOCTH
KOMIIOHEHTOB;

UCIOJIb30BaHUSl MIPOrPAMMHBIX U MPOrPAaMMHO-ANIApaTHBIX CPEACTB 3allUThl MH(pOpMAIUU
oOpabarbiBaeMoM B I'BOY mikone Ne 581 ¢ yrimyOneHHbIM n3ydeHueMm texHosnoruu Ilpumopckoro
paiiona Cankrt-IleTepOypra u aIMUHHUCTPATUBHOMN MOAJIEPKKOM X UCIIOJIb30BAHUS;

KOHTPOJSL ~ COOJIOAEHUS  I0JIb30BATEIsIMM  HMH(MOPMAIMOHHBIX  CHUCTeM  TpeOoBaHUMI
1o o0ecrneyeHn o HHPOPMaIMOHHON 0€30aCHOCTH;

poBe/ieHus aHan3a 3(p(HEKTUBHOCTU MIPUHATBHIX Mep 3alUThl HH(OPMAIMKM U IPUMEHIEMbIX
cpeactB 3ammThl nHpopMmanuu B I'BOY mkome Ne 581 ¢ yriyOneHHBIM HM3ydeHHEM TEXHOJIOTHH
[Tpumopckoro paiiona Cankt-IlerepOypra;

pa3paboOTKU W peanu3aluy MpeNoKEHU IO COBEpPUICHCTBOBAHUIO CHUCTEM  3alUThI
unpopmauuu B I'BOY mxone Ne 581 c¢ yrmyOneHHbIM HM3ydeHuHeM TexHojoruu I[Ipumopckoro
paiiona Cankrt-IlerepOypra.

3 TMPUHIUIIBI OBECIIEYEHUSA UH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneyenne MHMOOPMAITMOHHOW O€30MACHOCTH, JOJDKHO OCYIIECTBISTHCS B COOTBETCTBUH
CO CJENYIOUIMMHU OCHOBHBIMU IIPUHIIAIIAMHU:

IIpuHUIMN 32aKOHHOCTH

[Tpu BBIOOpE MeponpuATHH MO 3amMTe WH(GOPMALMU, JODKHO COONIIOaThes JEHCTBYIOIIEe
3akoHo/1aTenbCTBO Poccuiickoit deneparuu B chepe 3amuThl HHPOPMAILUH.

Bce paboTHUKM JOKHBI UMETh NMPEACTaBIEHUE 00 OTBETCTBEHHOCTH 3a MPaBOHAPYLICHUS
B chepe 3ammrhl nHpopmanuu. IIporpammHo-anmapatHele cpeacTBa, npumensemsle B ['BOY
mikosie Ne 581 ¢ yrmyOneHHsIM n3ydeHueM TexHosioruu [Ipumopckoro paitona Cankrt-IlerepOypra,
JOJDKHBI MMETh COOTBETCTBYIOIIME JIMIIEH3UH, O(UIUAIBHO MPHOOPETAaThCS y IpelcTaBUTENeH
Pa3pabOTUMKOB ITHX CPEACTB WIH SBISATHCA UHTEIUICKTYIbHOU cOOCTBEHHOCTRIO ' BOY mikomsr Ne
581 c yriny6nenHbIM u3ydenueM TexHosaoruu [Ipumopckoro paiiona Cankr-IlerepOypra.

IIpuHIUN CHCTEMHOCTH

[Tpu co3manuM cUCTEMBI 3AIIUTHI JOJDKHBI YUUTBHIBATHCS aKTyalbHbIE YTPO3bl 0€30MaCHOCTH
uH(pOopMalii, BO3MOXKHbIE OOBEKTHl M HANpaBICHHs aTaKk Ha HEE CO CTOPOHBI HAPYLIUTENIEH.
Cucrema 3alUTHl JOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKH
uH(pOpMallK, HO U C YYETOM BO3MOKHOCTH MOSIBJICHUS HOBBIX YA3BUMOCTEH B MPOTPaMMHOM
00eCreyeHNH.

IIpuHIUI KOMILIEKCHOCTH

KommiekcHOe HCToNIb30BaHUE CPEACTB 3alMThl HHGOPMAIMK MPEANoIaraeT CorjlacOBaHHOE
MPUMEHEHHE MPU MOCTPOCHUH LEJIOCTHOW CHUCTEMBI 3aIlUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE



yrpo3bl 6e30macHOCTH MH(OpMAIMH. 3aliuTa JO0JDKHA CTPOUTHCS SIIeTOHMpoBaHO. Dusnyeckas
3alUTa T0JKHA 00ecreuynBaThesl GU3NUECKUMU CPECTBAMHU U OPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHnu, BHEAPEHUH U IKCILTyaTal[Ml CUCTEMBI 3allUThl HH(POPMALIUU PYKOBOJICTBO
I'BOY mkona Ne 581 c¢ yrimyOneHHBIM u3ydeHueM TexHojioruu I[Ipumopckoro paiiona CaHKT-
[TerepOypra obecneunBaer ycioBus Uit 3((HEKTUBHOW KOOpAMHAIMM JEHCTBUH BCEX JIMII,
obecreunBarouX HHPOPMAIMOHHYIO O€301TaCHOCTb.

IIpuHIMD cBOEBpeMeHHOCTH

Pa3zpaboTka cuctembl 3alUThl HHPOPMAIUU JOJKHA BECTUCH MapajlieIbHO C pa3paboTKON
U HuHQOpPMAIMOHHOW  CHCTEMBl. JTO TO3BOJHMT  y4yecTb TpeOoBaHUS  0€30MacHOCTH
IpU MPOEKTUPOBAHUM AapPXUTEKTYphl M, B KOHEYHOM cueTe, co3aarh Oosee 3¢ (deKTUBHbIC
UH(OPMALIMOHHBIE CUCTEMBI, 00JIaIAIOIINE TOCTATOYHBIM YPOBHEM 3aIUIIIEHHOCTH.

[IpuHUMN TPeeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAHHWE MEpP W CPEACTB 3alIUThl HMH(OPMAIMM HA OCHOBE
MIPEEMCTBEHHOCTH OpPraHU3AlMOHHBIX WU TEXHUYECKUX pPEIICHUH, KaJpOBOrO0 COCTaBa, aHalIM3a
(YHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM M CHCTEMBI €€ 3allUThl C YYeTOM H3MEHEHHH
B MeETOJaxX M CpelIcTBax IepexBara HH(OpPMAIMK, HOPMATHUBHBIX TpeOOBaHUUN M0 3aliuTe
uH(pOopMaLIUH.

IIpuHIMI 10CTATOYHOCTH

CooTBeTCcTBHE YPOBHS 3aTpar Ha oOecrieueHrne HHPOPMAIIMOHHOW 0E€30IMaCHOCTH U IIEHHOCTH
WH(OPMALIMOHHBIX PECYpPCOB HA BEJIMYMHY BO3MOXKHOTO Yyiiepba OT HX pas3rialleHus,
YHUUTOXKEHUS U UCKaXeHUs. Vcnonbp3yemble MEphl U CPEICTBA 3alllUThl HH()OPMALIUK HE JIOJIKHBI
YXyALIATh SPrOHOMHYECKHE MTOKa3aTeIl KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

IIpuHUUN 0TBETCTBEHHOCTH

BosznoxeHue OTBETCTBEHHOCTH 3a o0ecreueHue 0e30nacHOCTH nH(OpMaluu U ee 00paboTKu
Ha KaxJaoro paOOTHHKA B Ipelenax €ro MOJHOMOYMH. B COOTBETCTBMM C 3TUM MNPUHIMIIOM
pacmpezieieHue MpaB U 00s3aHHOCTENW PAOOTHUKOB CTPOMUTCA TaKUM 00pa3oM, 4TOOBI B Cllydae
JTF000T0 HApyIIEHUS ObLT H3BECTEH HAPYIIUTENb.

IIpuHIUN 000CHOBAHHOCTH M TEXHMYECKOI peaaTn3yeMoCTH

WHupopmalinoHHbIE TEXHOJIOTUH, TPOrPaMMHBIE U IIPOTPAMMHO-aNapaTHbIE CPEACTBA, MEPHI
3alUThl UH(GOpPMAIMK JIOJKHBI OBITh pEain30BaHbl 10 COBPEMEHHBIM pElIEeHHUsIM, 0OOCHOBAHBI
C TOYKHU 3PEHHUs JOCTUKEHMSI 33JaHHOIO YPOBHS 3alllMIIEHHOCTH MH(POpPMAIMN U 3KOHOMUYECKON
1eJ1IecO00pa3HOCTH, a TakKe COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpPMaM H©  TpeOOBAaHUSAM
1o 6e30nacHOCTH UH(pOpMAIUH.

Ipunuun npogeccnonainzma

Peanuzanus mep 3amuThl MHPOPMAUU W SKCILTyaTalus CPEACTB 3alUThl MH(pOpMAaIH
JIOJDKHA OCYHIECTBIATHCS MPO(eCCHOHATBHBIMU CIIEUAINCTAMHU.

[TpuBneyeHne crenuagIn3upOBaHHBIX OPTaHMU3alMNA K pa3paboTKe CPEACTB U peau3aluu Mep
3alIUThl UHPOPMALIMHU, TMOATOTOBIEHHBIX K KOHKPETHOMY BHJY JAEATEIBHOCTU IO 00ECIeYEeHUIO
0€30MacHOCTH MH(POPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMbBIT MPAKTUUYECKON pabOThl M JMIIEH3UU
Ha MPaBO OKa3aHMs yCIYT B 3TOH 00JIACTH.

IIpuHIMN MUHMMH3AaLUKM IPUBUJIETHI I0JIb30BaTe e

Obecneuenue nojab30BaTeNeld NMPUBIIICTUIMI MUHUMAIBHO JIOCTaTOYHBIMH JJISl BHITIOJTHEHUS
UMH CBOWX JIOJDKHOCTHBIX oOsi3aHHOCTed B 'BOY mikome Ne 581 ¢ yrimyOneHHBIM H3ydeHHUEM
texHosoruu [Ipumopckoro paitona Cankt-IlerepOypra.

4 OCHOBHBIE TPEBOBAHUSA 110 3ALIUTE UHO®OPMALIUN
OI'’PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl MH(pOPMALMU JOJHKHA IPEAycMaTpuBaTh KOMIUIEKC OpPraHU3allMOHHBIX,
MPOrPaMMHBIX M MPOTPaMMHO-AMIAPATHBIX CPEICTB M Mep MO 3amuTe WHOpMAIMK B MpoIiecce
ee 00paboTKH.

Brimonnenue TpeGoBaHMIA TOCTUTAETCS 3a CUET pealin3aliy Ha 00beKTax WH(GOpMaTHU3aAlNUN
Mep 0 3aIuTe HHPOPMAIIHH:

uAeHTU(DHUKAIINY U ayTeHTU ()UK CYOBEKTOB IOCTYIA U OOBEKTOB JIOCTYIIA;



YIIPaBJICHUIO IOCTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM J0CTYIIa;

OTPaHUYEHUIO IPOTPAMMHOMN CPEbI;

3alllUTE MAIIMHHBIX HOCUTENIEH IEPCOHAIBHBIX JaHHBIX;

peructpanuu coObITUIl 6€30MMacHOCTH;

AQHTUBHUPYCHOMU 3aILNTE;

00HapyKEHUIO BTOPKEHUI;

KOHTPOJIIO (aHATU3Y) 3alIUIIEHHOCTH MEPCOHAIBHBIX JTAHHBIX;

00€CIeYeHNIO LIEIOCTHOCTH HHPOPMALIMOHHOM CUCTEMBI U IIEPCOHANIBHBIX ITAHHBIX;

00ecnedyeHnI0 TOCTYITHOCTH IEPCOHANIbHBIX JaHHbIX;

3alUThI CPEbl BUPTYaIU3aLHH;

3alUThl TEXHUUYECKUX CPE/ICTB;

3alUThl HH(OPMALIMOHHOMN CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepe/laul JaHHBIX;

BBISIBJICHUIO MHIIMJIEHTOB U PEarupoOBaHUE HA HUX;

ylpaBjleHUI0 KoH(purypauuedl HMH(GOPMALMOHHONM CHUCTEMBI W CHCTEMBbl  3allUThI
NEPCOHAIbHBIX JaHHBIX.

I'BOY mkona Ne 581 ¢ yrmyGneHHBIM HM3ydeHHeM TexHojoruu Ilpumopckoro paiioHa
Canxkr-IlerepOypra, kak o0nagarens HHGOPMAIMKH OTPAHUYCHHOTO JOCTYIIA, MPH OCYIIECTBICHUU
CBOMUX IIpaB 00513aHO:

coOiroaaTh rpaBa v 3aKOHHbIE MHTEPECHI MHBIX JIULL;

HIPHUHUMATh HE0OXOAUMBIE MEpBI 10 3aLIUTe HHPOPMALIUH;

OTpaHWYMBATH JOCTYN K HWHPOpPMALWHU, €CIM Takas oOOS3aHHOCTh YCTaHOBJICHA
3aKoHoJiaTenbcTBOM Poccuiickoit denepanum.

B toMm uncne 'BOY mkona Ne 581 ¢ yriyOneHHbIM u3ydeHueM TexHosnoruu lIpumopckoro
paiiona Cankr-lIlerepOypra, BmpaBe eciM HMHOE HE MPEIyCMOTPEHO 3aKOHOAATEIbCTBOM
Poccniickoit denepanuu:

pasperiaTh Wik OrpaHUYUBAaTh JOCTYII K HH(OPMALIUH, ONIPEENIATh HOPSI0K U YCIOBUS TaKOTO
JIOCTyIa;

UCIOJIb30BaTh MH(OPMAINIO, B TOM YHCJIE PaclpOCTPaHATh €€, 10 CBOEMY YCMOTPEHHUIO;

nepefaBaTh HMHQOpPMANMIO JPYTMM JIML@M Ha YCTAHOBJIIEHHOM  3aKOHOJATENIbCTBOM
Poccutickoii denepanui OCHOBaHUY;

3allMIaTh YCTAHOBJIEHHBIMU 3aKOHO/aTeNbcTBOM Poccuiickoit @enepanuu cnocodaMu CBOU
npaBa B Cllyyae HE3aKOHHOTO MOJYy4YeHHs HH(OpPMalMM WIM €€ HE3aKOHHOTO HCIOJIb30BAHUS
VHBIMU JINLIAMU;

OCYILECTBIISATh MHBbIE JAEUCTBUS ¢ HMH(OpManueld Win pa3pemarb OCYIIECTBIEHHE TaKUX
NEeHCTBUI, eclu 3TU JeHCTBUS HE MpoTHBOpedaT (QenepajbHbIM 33aKOHaM M JApPYTUM
HOPMAaTUBHO-IIPAaBOBLIM akTaMm Poccuiickon denepannu.

3amuTa HMHQOpPMAIMM  OTPAHUYEHHOTO  JIOCTyNA MpEACTaBiseT co00Oil  mpuHsATHE
OpPraHM3al[MOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX HA:

coOnrofeHre KOHQUACHIMAILHOCTH HHpOpMaIK (MCKII0YEHHE HEMPaBOMEPHOTO JIOCTYyIa,
KOITUPOBAHMUS, IPETOCTABICHHS UK PACIIPOCTPaHESHUsI HH(OPMAIIHH);

o0ecrnevyeHne 1eI0CTHOCTH H(pOpMaluu (UCKIII0UE€HNE HETIPAaBOMEPHOTO YHUUTOXKEHHUS
WA MOJU(PHUIMPOBAHUS HH(DOPMAIUH);

pean3alnuio npasa Ha JA0CTYI K UHpopMauu (MCKIOYEHHE HEITPaBOMEPHOTo OJIOKHUPOBaHUS
UHpOPMALIUH).

CpeactBa 3amuThl HH(QOPMALMK BHEAPSIOTCS MO pe3yJbTaTaM MPOBENEHUS OLEHKU PHCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH.

Opranuzanus 3amuThl HHGOpManuu

[Ipu opranmzammu B ['BOY mkone Ne 581 ¢ yriyOnaeHHBIM H3ydye€HHEM TEXHOJIOTMU
[Tpumopckoro paiiona Cankr-lIlerepOypra 3amuTel HHGOpPMALKK, AOHKHBI  BBINOIHITHCS
TpeboBanuss ®DenepanmbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 wunHpOpManuy,
MH(OPMALIMOHHBIX TEXHOJOTHSAX U O 3alllUTe MHPOpPMAIMN», KOTOPblE PETYIUPYIOT OTHOIICHHUS,
CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHUEM U NpEKpallleHueM pekuMa 00pabOTKH 3aluIiaeMoi HHPOpMAIIH.



B ToM umucne tpeGoBaHus 0 3amUTe MH(GOPMAIMK, HE COCTABIAIOLICH TOCYJapCTBEHHYIO TaiHY,
coJepxalieiics B TOCYAAPCTBEHHBIX HH(MOPMALMOHHBIX CHCTEMaxX YTBEpPXKIEHHBIE MPHUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O6 yrBepx)aeHuu TpeOoBaHMN O 3amuTe WHGOpPMAINY,
HE  COCTaBJIOLIEM  roCylapCTBEHHYIO — TallHy,  cojJepxalleiics B TOCyJapCTBEHHBIX
UH(POPMALIMOHHBIX CHUCTEMax» JUIS TOCYAAPCTBEHHBIX HMH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BOY mkona Ne 581 ¢ yrimyOneHHBIM u3ydeHueM TexHojioruu I[Ipumopckoro paitona CaHKT-
[TerepOypra saBnsercs Oneparopom.

B I'bBOY mkone Ne 581 ¢ yriyOneHHBIM H3ydeHHEM TexHojoruu I[IpuMopckoro paioHa
Cankr-IlerepOypra noMuMo peainu3anuy OCHOBHBIX Mep 3alIUThl HH(POPMALIUU OCYIIECTBISAECTCS:

peryiasipHas  OLIEHKa M  YIpaBleHHEe pUCKaMU  HH(OPMAIMOHHOM  0€3011aCHOCTH
B COOTBETCTBHH C YCTAHOBJICHHBIMHU MPOIIETypaMU B OOJIACTH YIIPABJICHUS PUCKAMHU;

nH(popmMupoBaHue, o0ydeHue u MOBBIIICHHUE KBTI UKAITIH pPabOTHHUKOB
I'BOY mkoner Ne 581 ¢ yrnyOneHHbIM u3ydeHHeM TexHojoruu llpumopckoro paiiona CaHKT-
[TerepOypra B cepe nHPOPMAITMOHHON OE30IIaCHOCTH;

METOJMYECKass TMOMOIIb paboOTHHKAM B BOMpocax oOecreueHus WHHOPMAIMOHHON
0€30I1aCHOCTH;

aHaJI3 ¥ IMOMCK BO3MOKHOCTEH I10 TMOBBIIICHNIO YPOBHS 3alIMIICHHOCTH WH(POPMAIIHH.

Jns opranuzanuu 3ammtsl nHGopmanuu, ['bOY mkona Ne 581 ¢ yrinyOieHHBIM H3yueHUEM
texHojoruu I[lpumopckoro paiiona Cankr-IleTtepOypra BiipaBe NPUMEHSTh CPENCTBA U METOJIbI
TEXHUYECKOM 3allluThl, MpeAlpUHUMATh Jpyrue, HE NPOTUBOpPEYALIHE 3aKOHOJATEIbCTBY
Poccuiickoit ®eaepanuu, MepBbI.

B pamkax oGecniedeHus 3auiuTsl HHGOPMaIUK, B paMKax TPYIOBBIX OTHOIIEHUIH HE00X0AUMO
03HAKOMUTH O] POCITUCH PaOOTHHUKOB, TOCTYIT KOTOPBIX K MHPOPMALIUU OTPAHUIEHHOTO JIOCTYIIA,
HE00XO0/IUM JUIsl BBINOJIHEHUS] HMU CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEH, ¢ nmepeyHeM MHpopManuu
OrpaHMuYEHHOro noctyna, u npuHATeiMU B ['BOY mkone Ne 581 ¢ yriyGneHHbIM H3yuyeHUEM
texHosioruu [Ipumopckoro paitona Cankt-IlerepOypra mepamu 3auThl HH(OPMALIHH.

Oco0eHHOCTH 32U THI IEPCOHATBbHBIX IaHHBIX

IIpu opranmzanuu o6pab6otku B I'BOY mxonme Ne 581 ¢ yriayOneHHBIM HU3ydyeHHEM
texHojorun Ilpumopckoro paitona Canxt-lIlerepOypra mnepcoHaNbHBIX JaHHBIX HEO0OXOIUMO
PYKOBOJICTBOBaThCsl TpeOoBaHusiMu ~ PenepanbHoro 3akoHa ot 27.07.2006 Ne 152-03
«O TIepCOHANIbHBIX JTAHHBIX.

[Tepeuens mep, BbIoMHEHHE KOTOpbIX obOecnieunBaeT ['BOY mikxona Ne 581 ¢ yrimyGieHHBIM
uzydeHueM texHosorun Ilpumopckoro paiiona Caunkr-IlerepOypra B KauecTBe omeparopa
NIEPCOHAIBHBIX JaHHBIX, JOJIKEH BKIIFOYATh:

HazHauenune B [ BOY mkone Ne 581 ¢ yrimyGneHHbIM U3ydyeHueM TexHosioruu [Ipumopckoro
paiiona Cankt-IlerepOypra oTBETCTBEHHOI'O 32 OpraHM3annio 00paboTKH NEPCOHANBHBIX J1aHHbBIX;

pa3paboTKy TOKYMEHTOB, ONPECNISIOMINX MPaBUiIa B OTHOIEHUH 00pabOTKH MEePCOHANIbHBIX
nanHbiX B ['BOY mkomne Ne 581 ¢ yrmyGieHHBIM M3ydyeHueM TexHonoruu [Ipumopckoro paiiona
Cankr-IlerepOypra, JOKaJIbHBIX aKTOB IO BOIIpOcaM 00pabOTKH MEPCOHATBHBIX JIaHHBIX;

NPUMEHEHHE OPraHU3alMOHHBIX M TEXHUYECKHMX Mep Mo oOecrneueHHio 0e30macHOCTH
MEPCOHAIBHBIX JaHHBIX B COOTBETCTBHHM cO craThed 19 demepansHoro 3akoHa ot 27.07.2006
Ne 152-@3 «O nepcoHaNbHBIX JaHHBIXY,

BBITNIOJIHEHHE TPEOOBAHUM 110 COCTABY M COJEPKAHUIO OPraHU3ALMOHHBIX U TEXHUYECKHX MEp
1o obecrevyeHuto 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPHU MX 00paboTke B MH(OPMAIMOHHBIX
cUcTeMax MepPCOHANBHBIX NaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBepXKIEHHUH COCTaBa M COJACPKAHWUA OPTraHU3AIMOHHBIX W TEXHUYECKHUX Mep 110
oOecrieyeHnI0 O€30MaCHOCTH MEePCOHANBHBIX JAHHBIX MPH HX 00paboTke B MH(POPMAIMOHHBIX
CUCTEMAX NEPCOHAIBHBIX JaHHBIX),

OLICHKY Bpe€Ja, KOTOpBIH MOXET ObITh MNPUYMHEH CYOBbeKTaM IEePCOHAJIbHBIX JaHHBIX
B cinydyae HapyumeHus PenepansbHoro 3akoHa Ne 152-D3, cooTHolIeHHE YKa3aHHOTO Bpena
U MPUHUMAEMbIX OINEpaTOpOM Mep, HalpaBJIEHHBIX Ha OOEcreueHue BBIMOJHEHUS 0053aHHOCTEH,
npenycMoTpeHHbIx denepanbHbiM 3akoHOM Ne 152-D3;



o3HakoMieHne paboTHUKOB ['BOY mikonsr Ne 581 ¢ yrimyOneHHBIM W3Y4eHUEM TEXHOJIOTHU
[Ipumopckoro paiiona Cankrt-IlerepOypra, HEMOCPEACTBEHHO OCYIIECTBISIIONIUX O00pabOTKy
IIEPCOHANIBHBIX  JTAHHBIX, C IIOJOXEHHUAMM 3akoHoxaarenbcTBa  Poccuiickoit  denepanuu
O TMEpPCOHAIBHBIX JaHHBIX, B TOM YHClIE€ TPeOOBAHUSAMHU K 3allUTE MEPCOHAIBHBIX JaHHBIX,
JOKyMeHTamu, ompenensomumu tpedoanus ['BOY mkonsr Ne 581 ¢ yriyOiaeHHBIM H3yYeHHEM
texHosorun IIpumopckoro paifona Caskt-IletepOypra B OTHOIIEHUH 0OpaOOTKH NEPCOHAIBHBIX
JAHHBIX ¥ 00ydeHue, Mpu HE0OXOIMMOCTH, YKa3aHHBIX pAOOTHHUKOB.

Obecneuenne 6€30MaCHOCTH EPCOHANIBHBIX JAaHHBIX JOCTUraeTcsl, B YaCTHOCTH!

ONpeNeNieHneM  yrpo3 W HapymuTened  0e30lacHOCTH  MEPCOHAIBHBIX  JIaHHBIX
pu ux 00paboTke B MHMOPMAIIMOHHBIX CUCTEMAX M1EPCOHATIbHBIX JaHHbIX;

ONpEACICHUEM YpPOBHS  3AIUIIEHHOCTH IIEPCOHANBHBIX JaHHBIX B  COOTBETCTBUU
¢ TpeboBanusmu [locranornenus [IpaButensctBa Poccuiickoit @eneparuum ot 01.11.2012 Ne 1119
«O0 ytBepkIeHHMH TpeOOBaHMK K 3allUTe TMEPCOHANBHBIX JAaHHBIX MPH HX 00paboTKe
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX);

IPUMEHEHHUEM MPOIIEIIINX B YCTAHOBJIEHHOM IOPSIKE IPOLEAYPY OLEHKH COOTBETCTBHS
CPEZCTB 3aLUThI HHPOPMALUY;

OLIEHKOH 3(PPEKTHBHOCTH MPHUHUMAEMBIX MEp 1O 3allUTe MEePCOHAIBHBIX JAHHBIX J0 BBOJA
B HKCILTyaTal1io HH(HOPMALIMOHHON CUCTEMbI IEPCOHANIBHBIX JTAaHHBIX

BOCCTAHOBJICHHEM I1€PCOHAJIBHBIX JAHHBIX, BCIEACTBUE MOIYYEHHS] HECAHKI[MOHUPOBAHHOIO
JIOCTYIIA K HUM;

YCTAHOBJICHHMEM TPABWJI JIOCTyHa K TEPCOHAJIBHBIM  JTaHHBIM, 00pabaThIBa€MbIM
B HMH(OPMAIMOHHBIX CUCTEMAaX IMEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIEeYEeHHEM pPErucTpanuu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(OPMAIIMOHHBIX CHCTEMaxX
HEPCOHAIbHBIX JAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMU MEpPaMH 110 3alllUTe NEPCOHAIBHBIX JaHHBIX U OIPEIEICHHOIO
YPOBHSI 3AIlMIIEHHOCTH HHGOPMALIMOHHBIX CHUCTEMaxX IEpPCOHAIBHBIX JAaHHBIX B IpoLecce
ee 3KCIUTyaTaluH.

5 OCHOBHBIE TPEBOBAHMUS K ITIPOHECCAM OBECIIEYEHU A
WH®OPMAIIMOHHOM BE3OIMACHOCTH

Metoanyeckoe pyKoBOJICTBO, pa3pabOTKy pelieHui mo 3ammre HHGopMaliu, coraacoBaHue
BbIOOpA CPEICTB BBHIYMCIUTENBHON TEXHHKH, MPOTPAMMHBIX M MPOTrpaMMHO-aNNapaTHBIX CPEICTB
3alIUThl UH(OPMAIMK, OpPraHU3alMio padoT MO BBISBIEHUIO BO3MOXKHOCTEH M MPEayNpesKACHUIO
YTE€YKH W CBOWCTB 3alUIIaeMoi HH(POPMAIMH, aTTeCTAllUI0 OOBEKTOB HMH(POPMATU3AIUN
OCYILIECTBIISIIOT KOMIIETEHTHBIE CTPYKTypHble moapasfeneHus I['BOY mkonmsr Ne 581 ¢
yriayOieHHbIM u3yueHueM texHosoruu [pumopckoro paitona Cankr-IlerepOypra.

Pusnyeckas 0e30MaCHOCTH

[TpunsTHIE OpraHU3alMOHHbIE U TEXHUYECKHE Mepbl Mo 3auuTe noMeuieHnit I'bOY mikoms
Ne 581 ¢ yrmyGnenHelM wu3ydeHuem TexHosoruu Ilpumopckoro paiiona Cankr-IlerepOypra,
CEpBEpPHOr0 ¥ KOMMYTALIMUOHHOTO O0OpYyJOBaHMs, aBTOMAaTU3MPOBAaHHBIX pabOYUX MeCT
nojb3oBarenei mHpopMmannoHHblx cucreM ['BOY mkoner Ne 581 ¢ yriayOneHHBIM HM3ydeHHEM
texHoyoruu Ilpumopckoro paifona Cankt-lIlerepOypra obecrieuynBaiOT peann3aluio CIEAYIONIUX
Mep I0:

pasrpaHU4YeHHI0 M0cTyna paboTHUKOB B nomenieHus: ['bOY mkoner Ne 581 ¢ yrimyOieHHBIM
uzyuyeHueM TexHosorun Ilpumopckoro paiiona Cankt-IlerepOypra B COOTBETCTBHH C HX
MOJIHOMOYHSIMH U TOJIKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpaniu (akToB BXOJa pabOTHHKOB B TIOMEIEHHS B KOTOpBIX BeAeTcs oOpaboTka
MIEPCOHAIIBHBIX JIaHHBIX;

KOHTpOJHpyeMoMy IpeObiBaHnI0 ocTOpoHHUX JUIl B [ BOY mkone Ne 581 ¢ yrmyGneHHbIM
uzydeHueM texHosoruu [Ipumopckoro paifona Cankr-IlerepOypra B momernieHusi, B KOTOPBIX
BezieTcsl 00paboTka MH(OPMAIIMK OTPAaHUYECHHOTO JOCTYNa M pa3MelleHbl annapaTHble CpeiIcTBa
MH(}OPMaLMOHHON CUCTEMBI,

OpraHu3alK PeKUMa KOHTPOJIMPYEMOT'0 BHOCA/BBIHOCA CPEJCTB 00pabOTKH MH(OpPMAIIHH.



[Tomemenust ['BOY mkoner Ne 581 ¢ yriyOiaeHHBIM M3y4eHHEM TexHoJoruu IIpumopckoro
paiiona Cankr-IlerepOypra momkHBI OBITH 00OpPYIOBAaHBI JETEKTOPAaMH OTHS W JIbIMA,
OTHETYLIUTENIIMHA, CUCTEMaMU KOHIUIMOHUPOBAHUS BO3]lyXa, CPEACTBAMHM OXPAaHHO-IIOKAPHOU
CUTHAJIN3alUU.

OcHOBHOE cepBepHOE H KOMMYyTaloHHOe oOopynoBanue ['BOY mkomer Ne 581 ¢
yrayOneHHbIM u3ydeHueM TexHosoruu Ilpumopckoro paiiona Cankt-IletepOypra noimkHO OBITH
3alUIIEHO OT IepeboeB B TMOAaye DJIEKTPOIHEPTUU MYTeM MOAKIIOUEHHS K 3JIEKTPOCETH C
NPUMEHEHHEM HUCTOYHMKOB OecriepeOOHOr0 MUTaHUS M PE3EpPBHOrO JU3EJb-TeHepaTropa.
Hcrounnku OecriepeOOMHOrO MUTaHHUA HEOOXOAUMO pETyJIspHO TECTHPOBATb W MPOBEPATH
ynoJiHoMO4YeHHBbIM padboTHUKaM ['BOY mkonbr Ne 581 ¢ yrayOiaeHHBIM HW3ydEeHHUEM TEXHOJIOTHH
[Tpumopckoro paiiona Cankt-IlerepOypra B COOTBETCTBUH C PEKOMEHIAIIUSAMHE ITPOU3BOIUTEIIS.

[TopraTuBHBIE TEXHHYECKHWE CpEICTBA HE JOJDKHBI  OCTaBaThCsi 3a  IpeaeaamMu
KoHTponupyeMmoil 30Hbl ['BOY mkomsr Ne 581 ¢ yriyOneHHbIM M3y4EHHMEM TEXHOJIOTUU
[Tpumopckoro paitona Cankt-IlerepOypra 6e3 KOHTpossi co cTOpoHBI paboTHHKOB ['BOY mikosb
Ne 581 ¢ yrimybnennbIM n3ydenuem texnosoruu [Ipumopckoro paiiona Cankr-IlerepOypra.

Be3onacHocTh Ha paGoueM mecTe

3anpemiaercss BECTH 3allUCh Iapojied B OTKPHITOM BUIE HA MaTEpHAJIbHBIX HOCHUTEI,
3a UCKITIOYEHHEM CITy4aeB, PeriiaMeHTUPOBAHHBIX METOJIOB XPaHEHHUS.

JIOKyMEHTBl M HOCUTENIM C HH(OpMalMed OrpaHMYEHHOrO JOCTYyNa JOJUKHBI YOHpaThes
B oreuyaTbiBaeMmble MecTa (ceidbl, mKadpl U T.aI.), HOpH YyXoie c¢ pabodero Mecra.
Ha aBromatusupoBanHoMm pabouem mecte Ilonb3oBarens paboydast ceccusi JOKHA OBITH MTpEepBaHa,
paboumii cron 3abmokupoBaH. Bxon monb3oBarenss B CUCTEMY HE JIOJDKEH BBINOIHSITHCS
ABTOMAaTUYECKHU.

JlokyMeHThI, coaepxaimue HHPOPMAIMIO OrPaHUYEHHOTO JOCTYyMa, JOJDKHBI —Cpasy
U3bIMAThCSl W3 TEYATAIONIMX YCTPOHCTB. [ yTwim3anumu KOHQHISHIMAIbHBIX JTOKYMEHTOB,
JOJKHBl UCTOJb30BAaThCSl YHUUTOXKHUTENH JOKYMEHTOB HE HIDKe 4 ypOBHS IO CTaHAapTy
0€30MacHOCTH, IPUMEHSIEMOMY K YHUUTOXKHUTEISAM JOKYMEHTOB.

[Ipy wucnonb30BaHUM MOOWJIBHBIX TEXHHYECKHUX CPEJICTB HEOOXOOUMO COOI0JaTh
JIOTIONTHUTEIbHBIE MEphl 10 pPErjlaMeHTAallMd W KOHTPOJI HCIOJIb30BaHUS B HH(POPMAIIMOHHOM
cucTeMe MOOUJIBHBIX TEXHUUYECKUX CPEJICTB.

Haxoxnaenue mnpencraBuTeneil IOpUAMYECKUX JIML B paMKaX HMCIHOJHEHHS JIOTOBOPHBIX
00513aTeNIbCTB B TOMEIICHUSAX B KOTOPBIX BeneTcsd 00paboTka HH(GOpMAIMM OrpaHUYEHHOI'O
JIOCTyTa WH(POPMAIIMOHHON CHUCTEMBI, BO3MOXXHO TOJBKO B CONPOBOXJIEeHHH paboTtHHka ['BOY
mkoiabl Ne 581 ¢ yrimyGneHHbIM n3ydenueM texHonoruu IIpumopckoro paitona Cankr-IlerepOypra
JIOTIYIIEHHOTO 10 00pa0OTKHU Takoi HH(OPMALINH.

Pa3zmMerienue TeXHMUYECKUX CPEJCTB BbIBOJA MHpOpManuu B noMemmeHusx ['BOY mikomsr Ne
581 ¢ yraybGneHHbIM u3ydeHueM TexHosioruu Ilpumopckoro paitona Cankr-IlerepOypra
HOPOU3BOJUTCS C YYETOM HCKJIIOUYEHHUS BO3MOXKHOCTH BHU3YaJIbHOTO IPOCMOTpa HHGPOpPMALUU
MOCTOPOHHUMM JIMLIaMU ¥ paOOTHUKAaMH, HE TOMYIIEHHBIM K padoTe ¢ JaHHON HHpOopMalue.

TexHuueckue CpeacTBa JOJKHBI pPa3MelIaTbCcss M XPAHUTBCS TaKUM 00pa3oM, UTOOBI
COKpPATUTh BO3MOXKHBII PUCK MOBPEXKACHUS U YTPO3bl HECAHKIITMOHUPOBAHHOT'O IOCTYTIA.

Texnuveckoe 00cay;KUBaHHe 000PYI0BAHUS

Texuunueckue cpencrtsa ['bOY mkonsr Ne 581 ¢ yriyOsieHHBIM H3y4e€HHEM TEXHOJOTHHU
[Tpumopckoro paiiona Cankt-IlerepOypra JOKHBI IPOXOAUTh HAa PETYISIPHONH OCHOBE CEPBHUCHOE
00cTyXKMBaHUE B COOTBETCTBHH C PEKOMEHIAIIUSMHU MPOU3BOAUTENEH 000pyI0BaHUS.

PemoHT u cepBucHoe oOcCITy)XHBaHUE OOOpPYIOBAHUS JIOJKHBI BBIMOJHATBCS TOJBKO
KBaJIM()ULMPOBAHHBIMU CIIEIMATTUCTAMH.

TexHuueckoe oOCTyXHBaHHE OOOPYIOBaHHMS CTOPOHHMMH OPTraHM3ALMUSMH HE JOJDKHO
MPUBOJIUTH K PUCKY HAPYIICHUS KOH(PUIEHTUAIBHOCTH 3aIIMIIaeMON HH(OpMaLIUH.

B3auMoaeiicTBHE ¢ TPETHUMHM JIULAMU

B nensax o6Gecneuenuss uHpopmanuoHHoil Oe3zomacHoctd ['BOY mkomsr Ne 581 ¢
yrIyONeHHbBIM — u3ydyeHueMm TexHonorun IIpumopckoro paiiona Caunkr-IlerepOypra mpu



B3aUMOJCUCTBUU
C TPETBUMHU JINLIAMU JOJKHO BBIIIOJIHATH CIIEIYIOIINE MEPOIIPHUATHS 110!

3aKJIFOYCHHUIO COTJIALICHUS O HepasrjalleHuH WHGOpMAalud OrpaHUYEHHOTO JIOCTYyIa
HOJIy4EHHOM B XOI€ UCIIOJHEHUS I0TOBOPHBIX 0053aTEIIbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JACUCTBUAMU IPEACTABUTEIEH KOHTPAareHTOB B IIpEIesiax
KoHTposiupyemord 30HbI ['BOY mkomer Ne 581 ¢  yriyOJIeHHBIM HM3YYEHHEM TEXHOJIOTHH
[Tpumopckoro paiiona Cankt-IlerepOypra.

YupasieHue ;KU3HEHHBIM LHKJIOM HHPOPMALHOHHBIX CHCTEM

MeponpusTus B mporecce KU3HEHHOro IUKiIa HHpopMaunoHHbIX cucteM ['BOY mikomsr Ne
581 ¢ yrmyOneHHBIM u3ydeHHEeM TexHosoruu [Ipumopckoro paiiona Caskt-IleTepOypra mOmKHBI
OBITH HAIlpaBlIeHBl Ha OOecIieYeHue 3aluThl HH(GOPMAIMK TIPU BBOJE B ACUCTBHUE, IKCILTyaTaIHH,
COINPOBOKACHUM U MOJAEPHU3ALMH, BEIBOJIA U3 DKCIUTYaTaLlUH.

OcHoBaHMeM mpu pa3paboTKe HHPOPMALMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
IOpUHATBIE HA cTaauu (QOpMHUpOBaHUS TpeOOBaHUM, conepkaliue TpeOOBaHUS B TOM YHUCIE
10 CHCTEME 3aIIUThl THPOPMALIUH.

JIro6oe niaaHupyemMoe K BHEIPEHUIO U3MEHEHHE NH(POPMALIMOHHONW CUCTEMBI IPEABAPUTEIBHO
JOJDKHO ~ OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb U OTCYTCTBHE  HapyLICHUH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aILUThHI HHPOPMALIUH.

PaGoTel mo MonepHM3anuu HHOOPMAIIMOHHONW CHCTEMBI, B TOM YHCJIE IO YyCTAaHOBKE
IPOTrpaMMHOr0 obecriedeHuss 1 OOHOBJIEHUH, T0JKHBI IPOBOJUTHCS B Hepaboyee BpeMsl WU BpeMs
HaMMEHbIIIEeH pabouel Harpy3KHu.

[lpu BbIBOAE M3 HKCIUTyaTallMM MH(OPMAIMOHHBIX CHCTEM JIOJDKHO OOecreynBaThes
rapaHTHPOBAaHHOE ynajeHue oOpadaThIBaeMON W XpaHUMOW B HUX MH(OPMAITUH C HCIIOJIb30BaHHEM
CPEACTB IapaHTUPOBAHHOI'O YHHYTOXKEHUS MH(DOpPMAIUHM WIN IyTeM (U3UUYECKOr0 YHHUYTOXKECHUS
HocuTeneil nHdpopmaIum.

Bce mpouenypst obecriedenust 3amuthl nHGopMmaiuu, yctanopineHHbie B [ BOY mkone No 581
¢ yranyOieHHBIM  wm3y4deHHeM TexHonoruu Ilpumopckoro  paiiona  Cankt-IlerepOypra
B OTHOIIEHMM HWH(POPMALMOHHBIX CHCTEM, JIOJDKHBI BBIOJHATHCS M KOHTPOJIUPOBATHCA
OTBETCTBEHHBIMH JIMLIAMH 32 OPraHU3ALMI0 padoT MO 3aIuTe HHPOPMALUH.

KonTpoJs nocryna k HH(pOpManMOHHBIM CHCTEMaM

Bce pabortHuku I'BOY mkomsr Ne 581 ¢ yrnyOneHHBIM H3Yy4EHHEM TEXHOJIOTHUU
[Tpumopckoro paitona Cankr-IlerepOypra, nomymeHHble K paboTe ¢ WHPOPMALMOHHBIMU
CUCTEMAaMM HECYT IE€pPCOHAJIbHYIO OTBETCTBEHHOCTh 3a HApYLIEHUS YCTAHOBJIEHHOI'O MOPSAIKa
00paboTKK HHPOPMALIUH.

VYpoBeHb nonHOMOUYNH noJb30BaTens B MHPopmaimonHoil cucreme ['bOY mikomnsr Ne 581 ¢
yIIIyONeHHBIM H3ydyeHueM TexHosoruu IIpumopckoro paiiona Cankrt-IletepOypra nomxeH
OTIPEAENATHCSA B COOTBETCTBUU C €r0 JOHKHOCTHBIMU 00S3aHHOCTSIMHU.

Hoctyn mnonb3oBateneil k uHpopmanMoHHbBIM cucteMamM ['BOY mkomer Ne 581 ¢
yrayOneHHbIM  u3yueHueM TexHosorun Ilpumopckoro paiiona Canxt-llerepOypra nomxen
KOHTPOJHMPOBATHCS aIMUHUCTPATOPOM UH(OPMAIIHOHHON CUCTEMBI.

Ocy1ecTBI€HUE PeryIsipHOIO KOHTPOJIS BBIMOJHEHHS] OpraHU3allMOHHO-PACIOPSIUTENbHBIX
JIOKYMEHTOB, KacaloLIMXCs perjiiaMeHtanun jomnycka pabotHukoB ['BOY mxkxomsr Ne 581 ¢
yrayOneHHbIM — u3ydyeHueM  TexHosnorun — [Ipumopckoro  paiiona  Canxt-lIletepOypra k
UH(POPMALIMOHHBIM CHCTEMAM.

NpenTuduxkanus u ayreHTupurkanms

Joctyn nosnb3oBareneld K MH(OPMAIMOHHBIM CHCTEMaM JOJDKEH MPEJOCTaBIISATHCS TOJBKO
MoCJie YCHEIIHOTO 3aBepIICHUs UICHTHU(PUKALUY, AyTeHTUPUKAIIUH.

[Tonydyenue monb3oBaTeieM HMEHHM B HH(GOPMAIMOHHOM CHUCTEME M MapoJis, KOTOpbIe
o0ecneunBaroT AOCTYI K HH)OPMALIMOHHON CUCTEME, TOJIKHO OCYIIECTBIISATHCS MO MPEACTABICHUIO
PYKOBOIMTENS CTPYKTYPHOT'O IIOAPA3ACICHUS.

YunpasjieHue 10CTynom

B I'BOY mkone Ne 581 c yrimyOneHHBIM u3ydeHueMm TexHosoruu I[Ipumopckoro paiioHa
Cankr-IlerepOypra AOIKHO OCYIIECTBIISATHCS YIPaBJIEHUE TOCTYIOM K MH()OPMALIMOHHON cucTeMe



MOCPEJCTBOM peaqu3alil HEOOXOIUMBIX METOAOB, THUIOB M MPAaBWI pPasTpaHUYEHUS JOCTyIa
nosib3oBatesiM uHpopMannonHoi cucrembl ['BOY mkombr Ne 581 ¢ yrimyOsmeHHBIM H3ydeHHEM
texnonorun Ilpumopckoro paiiona Cankr-lIlerepOypra. B Tom uymcne oOecrieyeH 3allWIIEHHBINA
yJAJIEHHBIA J0CTyNl CyOBEKTOB AOCTYNAa K OOBEKTaM AOCTyNa 4epe3 BHELIHHE MH(POPMALUOHHO-
TEJIEKOMMYHHUKAIMOHHBIE CETH.

be3onacHocTs npu padore ¢ HOCUTEIIMU HHPOPMAITHT

Paborauxku I'bBOY mkoner Ne 581 ¢ yrimyOneHHbIM u3ydeHueM TexHosnoruu IIpumopckoro
paiiona Cankt-IleTepOypra HOJKHBI MCIIOJIB30BaTh TOJIBKO YYTEHHBIE CBHEMHBIE MAlIMHHBIC
HOCUTENU WHGOpPMAIMU IS BBIOJHEHHUS CBOMX JOJDKHOCTHBIX OOs3aHHOCTEH. Mcmonb3oBaHue
ChEMHBIX MAIIMHHBIX HocuTener nadopmaiuu B 'BOY mkone Ne 581 ¢ yrimyOseHHBIM U3ydeHUEM
texHojoruu [Ipumopckoro paiiona Cankr-IleTepOypra B MHBIX IENSX CTPOTO 3aMPEIIEHO.

CpemHble MallIMHHBIE HOCUTENU UH(OPMAIMK JOJKHBI XPaHUTCS B ONl€YaThIBAEMBIX IIKadax,
B IIOMEIIECHUSAX B KOTOPBIX MPEIYyCMOTpeHa 00paboTKa HHPOPMAIIUN OTPAaHUYSHHOTO JTOCTYTIA.

B cnyuae kpaxku wim MoTepu ChbEeMHOTO MAIIMHHOIO HOCUTENS MH(OpPMAIMHU, a TAKXKE MHBIX
UHIMJICHTOB, KOTOPhIE MOTYT MPHUBECTH K HAPYIICHUIO CBOWCTB HH(POPMALUU OTPAaHUUYECHHOTO
JI0CTyTa, JOJLKHBI IIPOBOAUTHCS MEPOIIPHUATHS 110 PACCIIEIOBAaHUIO TAKUX HHIUICHTOB.

[Tpu BBIBOAE M3 3KCILTyaTallMd ChEMHOI'O MAIIMHHOI'O HOCHUTENSI MH(QOpMAaLUH, BCE JaHHbIE,
XpaHsIIMecs: Ha HEM, JOJDKHBI ObITh yJaleHbl ONpeesIeHHON KOMHUCCHEH M3 yucia paOOTHUKOB,
CPEJICTBOM rapaHTUPOBAHHOIO YHUUTOXKEHUSI HHPOPMAIIIH.

@daKkT yHUYTOXKEHUS HH(POpPMALMM HA CHEMHOM MALIMHHOM HOcUTelle HH(opManuu
¢ukcupyercss B akre 00 YHHYTO)KEHHHM HWHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpopmanuu.

Perucrpanusi co0bITHI

B I'BOVY mxone Ne 581 c¢ yruyOneHHbIM u3yueHueM TexHojoruu Ilpumopckoro paifona
Cankr-IlerepOypra  AODKHA  OCYHIECTBISTBCS ~ pETHUCTpallid  COOBITUH  ©e30macHOCTH
Ha BceX KOMIOHeHTax HH(opmaiuoHHblx cucteM [BOY mxonsr Ne 581 ¢ yrimyGieHHBIM
u3zydeHneM TexHosoruu Ilpumopckoro paiiona Cankrt-IleTtepOypra, B KOTOpBIX oOpabaTbIBaeTcs
3anumaemMas nHpopmanus.

AHTHBHPYCHAs 3a1UTA

B nensax oOHapyxeHus M ycTpaHeHus BpeloHOCHbIX nporpamMm B I'BOY mkone Ne 581 ¢
yrayOneHHbIM u3ydeHueM TexHonoruu IIpumopckoro paiiona Cankt-lIlerepOypra noKHBI
UCIIOJIb30BaThCs CPEJICTBA AaHTUBUPYCHOM 3aIIUTHl HHPOPMALINH.

OO0s13aTeNbHOMY KOHTPOJIIO CPEJICTBOM AHTHUBUPYCHOW 3allluThl HMH(OpPMalMM JIOJKHA
nojuiexarb Jr00as wuHpopMmanus (TeKCTOBble (ainbl 0OBIX ¢GopmaToB, (aiabl JaHHBIX,
UCHONHSAeMBble (ailnibl), Tojyyaemass M IepefaBaemasl IO JIOKaJbHON BBIYMCIUTENBHON CeTH
B TOM YHUCIIE U CEeTSAM OOLIero Mojb30BaHUA, a TaKkke WH(POpMalMs, XpaHHMMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTENSAX UH(pOpMaLIUH.

[lpu ycTaHOBKE MNpPOrpaMMHOrO oOecrneueHus: WM €ro OOHOBJIEHHMS Ha CEBEpHOE
o0opy/soBaHUE JOJKHA aBTOMAaTHMUECKHU BBINOJHATHCSA IIpEJBapUTENbHAs IMpPOBEpKa JaHHOIO
IPOTPaMMHOT0 00ecTIeYeHNsl Ha OTCYTCTBUE BPEJOHOCHOT'O MPOTrPaMMHOI0 00eCIeYeHusl.

O6HoBneHue 0a3 cUrHATYp ISl CPEICTBAa AHTHUBUPYCHOW 3alllUThl MH(OPMALUU JTOJIKHBI
OOHOBIISITHCS €KETHEBHO.

[Tonb3oBaTenun 0e3 paB aJMUHHUCTpaTOpa uH(pOpPMallMOHHON CUCTEMBI
I'BOY mkosner Ne 581 ¢ yrnyOneHHbIM u3yueHHeM TexHojoruu llpumopckoro paiiona CaHKT-
[letepOypra He [OMKHBI HMMETh BO3MOXKHOCTH IIOJIy4€HHS JIOCTyNa K KOHQUIYypaluuu
AQHTUBUPYCHOT'O CPENICTBA 3ALUTHI WM €r0 OTKJIIOUEHUS.

KoHTpoJib 3a11MIIIeHHOCTH NEePCOHATBHBIX TAHHBIX

B mensx MCKIIOUEHMs HKCIUTyaTallMM YA3BUMOCTEH MPOTrpaMMHOTO OOECTIEYEHHUs JIOJIKHBI
MPOBOAMUTCS pabOThl 1O BBISBICHUIO, aHAIM3y YA3BUMOCTEH WH(GOPMALMOHHONW CHCTEMBI
U OINEpaTUBHOE YCTPAHEHHWE BHOBb BBIABIECHHBIX YsA3BUMOCTEH. B TOM uMcne opraHuzanus
KOHTPOJISI YCTAaHOBKM OOHOBIIEHHS NPOrpaMMHOro oOecnedyeHHs BKIIOYas CPEeACTB 3allUThl
uHpOpMaLIUH.

Hcnonb3oBaHue NporpaMMHOro odecrie4eHus



Bri6op nporpamMmMuoro obecnieueHust i mpou3BoacTBeHHBIX HYk 1 [ BOY mkomsr Ne 581 ¢
yIrayOJIeHHBIM W3ydeHueM TexHosoruu Ilpumopckoro paitona Cankr-IlerepOypra mgomkeH
IIPOU3BOJUTBECS B IIPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOIO B ENMHBIA peecTp POCCUHUCKUX
OporpaMM Ui JIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 JaHHBIX. B cioywyae otcyrcrBus
aHasiora B EMHOM peecTpe pOCCHUMCKHMX MpOrpamMm JUIsl 3JEKTPOHHBIX BBIYMCIUTENIBHBIX MAallUH
u 0a3 JaHHBIX JIONYCKAeTCs HCHOJNb30BATh IPOrPAMMHOIO  00ECHedYeHHue HMMIIOPTHOTO
IIPOU3BO/ICTBA.

HUcnonb3oBanue cpeacTB KpUNTorpapuyeckou 3amutbl HHGOpMAUKT

Obecneuenue 3auMThl HHGOOPMAIIMHM OTPAHUYEHHOTO JIOCTYIA OT PACKPBITUS, MOIU(DUKAIIIH
W HaBs3bIBaHMS (BBOJA JIOKHOM HMH(pOpManMHM) NMpuU ee Tnepenade (MOATOTOBKE K Iepeaade)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJ 3a TNpeAeibl KOHTPOIUPYEMOH 30HBI oOOecreuymBaeTcs
IPUMEHEHHEM CPECTB KPUITOrpauyuecKkoi 3anuThl HHPOPMALIUH.

[Tpuobperenue cpeacts kpunrorpaduueckoid 3amutel uHGopmanuu I'BOY mxonsr Ne 581 ¢
yri1yOJeHHbIM U3ydeHueM TexHosoruu IIpumopckoro paiiona Cankr-IlerepOypra ocyuectpisiercs
Ha OCHOBAHMM JIOTOBOPOB M KOHTPAKTOB C JUI[AMHM MMEIOIIMMU JelcTBYyroyto auneHsuto OChb
Poccunm Ha ocymiecTBieHHE AEATENBHOCTH IO pPa3paboOTKe, MPOU3BOICTBY, PaclpOCTPaHEHHIO
i poBaTbHBIX (xpunrorpau4ecKux) CPEACTB, UH(POPMALIMOHHBIX CUCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCHOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpadM4ecKrx) CPEIACTB, BBHIIOJIHEHUIO pabOT, OKa3aHUIO YCIYr B OONAacTH IIU(POBAHUS
uH(pOpMallMK, TEXHUYECKOMY OOCTY>KMBaHUIO MIM(PPOBAIbHBIX (KpUNTOrpapUuecKux) CpeucTs,
MH(OPMALIMOHHBIX CHUCTEM U TEJIEKOMMYHHUKALMOHHBIX CHUCTEM, 3aIMIICHHBIX C MCIIOJIb30BAaHUEM
mudpoBanIbHbIX (KpUOTOrpagUUecKux) CpeACTB (3a HCKIIOYEHHMEM Cilydas, €ClId TEeXHHYECKOoe
oOcinyxuBaHue MUPPOBAIBHBIX (KpUOTOrpaUUYecKuX) CpeICTB, HHMOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllUIIEHHBIX C HCIHOJb30BAaHUEM MIM(POBATBHBIX
(kpunTorpaM4ecKnx) CPEICTB, OCYIIECTBISETCS Ui OOEcleYeHus: COOCTBEHHBIX HYXKI
IOPUJIMYECKOTO JIMIA WM UHAUBUAYAIbHOTO MPEAIPUHIMATEIS).

B memsax opranmzammu M oOecrieueHUHM Tepenaud WHQPOpPMANKMK 1O KaHallaM  CBSI3U
C HCIOJb30BaHUEM CPEJCTB KpUNTOrpaduueckoil 3aumuTbl MHGOpPMAlUU, a TaKKe BBHITOJHEHMS
muneH3noHHbx TpedboBannii ®Cb Poccun B I'BOY mikone Ne 581 ¢ yrmyOsieHHBIM H3ydeHHEM
texHosnorun  [Ipumopckoro paiiona Cankr-IlerepOypra JomkeH ObITh CO3JaH  Opraf
KpUNTOrpa(ruecKoi 3aiuThl.

[Topraneuble pemenuss ['BOY mkoner Ne 581 ¢ yriyOneHHbIM H3ydye€HHEM TEXHOJIOTHU
[Tpumopckoro paitona Cankt-IlerepOypra ¢ BO3MOKXHOCTBIO JOCTYIA C CETEH OOIIETO MOJIH30BAHUS
JIOJDKHBI B NPHOpUTETE pa3pabaThIBaThCS C OpraHU3alMell 3allUIIEHHOro KaHaja MOCPEICTBOM
nportokoisia TLS ¢ mogaepxkoit anropurmoB 'OCT 34.10.

Hcnosb3oBanue 3JIeKTPOHHOM MOYThI

DOneKTpoHHas Mo4YTa JA0JKHA ucnonb3oBarbes B ['BOY mkone Ne 581 ¢ yriyGneHHbIM
u3zyueHreM TexHosoruu Ilpumopckoro paiiona Cankr-IlerepOypra ¢ nenbro opraHuzanuu oOMeHa
AJIIEKTPOHHBIMU ~ COOOLIEHUSIMM ~ MEXAY pabOTHUKaMM U CcyObeKTaMH HH(OPMAIMOHHON
0€30IMacCHOCTH.

IIpy ncnosb30BaHMM AIIEKTPOHHOM NOYTHI 3aIpENIaeTCs:

oOMeH nHpopMaImen 1Jist ClIy>KeOHOTO MOJIb30BaHus, a TaKXke HH(popMalMel OrpaHUuYeHHOTO
JOCTYTIa;

IIPEIOCTABIIEHUE JIOCTYIA K 3JIEKTPOHHOM 10YTE C UCIIOJIb30BAaHUEM JaHHBIX CBOEH Y4ETHOMN
3aMKCU TPETHUM JIULIAM;

nyOJIMKAIUsl CBOETO CIIY’KEOHOTr0 ajpeca 3JEKTPOHHOM MOYTHI B JEKTPOHHBIX KaTajorax,
Ha TIOMCKOBBIX MallMHAX M JPYrux pecypcax ceTu HTepHeT B 1LeNsSX, HE CBS3aHHBIX C
UCIIOJIHEHUEM CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEH;

MOJMUCKA IO 3JIEKTPOHHOW MOYTE Ha pa3jIuYHbIe peKjaMHble MaTepualbl, JIUCThl PaCChUIKH,
JIEKTPOHHBIE XYPHAJIbl M T.[., HE CBSI3aHHBIE C BBIIIOJHEHUEM II0Jb30BATEIEM JOJIKHOCTHBIX
00sI3aHHOCTEIA;



OTKpBITHE (3allyCK Ha BBIMOJHEHUE) (aiiIoB, MOJYYEHHBIX IO DSJICKTPOHHOH Tmo4YTe
Wi W3 pecypcoB ceru IHrepHer, 0e3 npeABapUTENbHONW MPOBEPKHM HUX aHTUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011€ro NoJIL30BaHUSA

I'BOY mixona Ne 581 ¢ yriy0neHHBIM H3y4eHueM TexHooruu [Ipumopckoro paiiona CaHKT-
[TerepOypra ocraBisier 3a co0oil mpaBo OJOKHPOBATh MM OTPAHWYMBATH JOCTYN PaOOTHHUKAM K
CeTsAM CBSI3U OOILEro MoJIb30BaHUs, B TOM 4Yuciie ceTd MHTepHeT, collep)KaHie KOTOPHIX HE UMEET
OTHOILEHMSI K UCIIOJIHEHHUIO JOJKHOCTHBIX 00sI3aHHOCTEH, a Takke K MH(OPMALIMOHHBIM pecypcam,
COIEP)KAHUE M  HAIPABICHHOCTb KOTOPBIX 3aMpElICHbl 3aKOHOAATENLCTBOM Poccuiickoin
denepanuu.

Nudopmanus o mnocemaembix padotHukamu ['BOY mkomer Ne 581 ¢ yramyGieHHBIM
nuzyueHueM texHosoruu Ilpumopckoro paiiona Cankr-IlerepOypra nH(OpMaIMOHHBIX PECYpCcOB
OPOTOKOJIMPYETCS s TOCIEAYIOUIeT0 aHaiu3a M, MpU HEOOXOIUMOCTH, MOXKET OBITh
MpEeJCTaBIeHa PYKOBOAUTEISIM CTPYKTYPHBIX MOJApa3eieHui, a Takxke pykoBoautento ['BOY
mkoisl Ne 581 ¢ yrnyOnenHsIM n3ydenuem texHosnoruu IIpumopckoro paiiona Cankr-IlerepOypra
JUIsl KOHTPOJIS.

IIpu ncnosbzoBanuu cetu MHTEPHET 3aMpeIieHo:

MCII0JIb30BaTh npenocrasiaeHHbli [lIkonoi noctyn B ceTh IHTEpHET B IMUHBIX LIEIIAX;

UCII0JIb30BaTh HECAHKIIMOHUPOBAHHbIE IPOrPaMMHBIE U IPOrpaMMHO-aIapaTHbIE CPE/ICTBA,
MIO3BOJIAIOIINE IIOJYyYUTh HECAHKIIMOHUPOBAHHBIN 10CTYN K ceTh MIHTepHeT;

ny0lIMKOBaTh, 3arpyXaTh M PacHpoCTpPaHITh MaTepHalibl COAEpkalllie HEIOCTOBEPHYIO
unpopmanuo o 'BOY mkone Ne 581 c¢ yrmyOneHHBIM H3ydeHUEeM TexHojoruu [Ipumopckoro
paiiona Cankt-IleTepOypra, a Taxke danscudunmupoBars cBoit [P-agpec.

Pe3epBHOE KONMPOBaHKME M BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBieHHE PE3EPBHOIO KOMPOBAHUS JIOJDKHO OCYILIECTBIIATHCS IS

uHpopMmanuu oOpabareiBaeMoil Ha (aiiJloBOM cepBepe M cepBepe IMPUIOKEHU,
MH(OPMAaLIOHHON CUCTEMBI,

pabouyux MecT aAMUHUCTPATOPOB UH(POPMAITMOHHON CHCTEMBI.

YactoTa W pexuM pe3epBHOIO KOIMPOBAHHS YCTAaHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX M ONIEpaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOTO KONUPOBAaHUS M BOCCTAHOBIIEHUS pECypcoB HH(GOPMALMOHHBIX
cucreM ['BOY mkonsr Ne 581 ¢ yriyOneHHbIM n3ydeHHeM TexHojoruu Ilpumopckoro paiiona
Cankr-IlerepOypra AOMKHBI MPOBOAUTH yHosJHOMOYeHHble paboTHUKH ['BOY mkonsr Ne 581 ¢
yIIIyOJeHHBIM U3ydyeHueM TexHonoruu [Ipumopckoro paitona Cankr-IlerepOypra.

PesepBHOoe  komMpoBaHHME JOJMKHO  OCYIIECTBIATHCS B  aBTOMAaTHYECKOM  PEXHUME
C TNPUMEHEHUEM OTEYECTBEHHOTO CIIELHAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOIMPOBAHUS
C JCWUCTBYIOUIMM CEepTU(UKATOM COOTBETCTBUS MO TpeOOBaHUSAM O€30MacHOCTH HHGOpMaluu
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOHN BE3OIMMACHOCTBIO

MounnTopuHr HHGOPMALMOHHOI 6€30I1aCHOCTH

Ha moctosiHHON OCHOBE HOJKEH MPOBOIUTHCS KOMIUJIEKCHBIN aHamu3 (PyHKIIMOHUPOBAHMS
uHpopmanmonHor cucreMbl ['BOY mkxoner Ne 581 ¢ yriyOiieHHBIM HM3y4€HHEM TEXHOJOTUHU
[Tpumopckoro paiiona Cankr-lIlerepOypra u BO3HUKAOUMX COOBITUH MH(POPMALIMOHHON
0€30I1aCHOCTH.

[Tporiecc MOHUTOpHHra cHcTeMbl oOecrieueHHs MH()OPMAIMOHHONW Oe30MacHOCTH JIOJIKEH
BKJIIOUaTh B c€0s KOHTPOJIb OPraHM3AI[MOHHBIX M TEXHUYECKUX Mep MO 3alluTe HHQOpMaIuH,
aHaJIU3 mapaMeTpoB KOHPUTypalMyi U HACTPOMKHU CPEICTB 3aIIUThHl HHPOPMALIUH.

IIpn mpoBeneHUN KOHTPOJBHBIX MEPONPUATHN, CBA3AHHBIX C OLEHKOW peanu3alnuu Mep
no 3ammre uHpopmauuu B I'BOY mkone Ne 581 ¢ yriyOneHHBIM HM3y4eHHEM TEXHOJIOTHU
[Tpumopckoro  paiiona  Cankrt-IlerepOypra,  ymolHOMOYEHHbIE  PAaOOTHUKU  JTOJIKHBI
IPUACPKUBATHCS CIIEYIOLIUX IIPUHIIUIIOB:



HE HapymaTh QyHKIHOHUpoBaHHE AesTenbHOCTH ['BOY mkonsr Ne 581 ¢ yrmyGneHHBIM
nzydeHueM texHosoruu [Ipumopckoro paiiona Cankrt-IlerepOypra;

JIEICTBOBATh B COOTBETCTBUU C YTBEP)KJIEHHBIMU OpIraHU3allMOHHO-PACHOPSAUTEIbHBIMU
nokymentamMu ['BOY mkombr Ne 581 ¢ yrmyGneHHBIM H3ydeHHUEM TexHojoruu IIpumopckoro
paiiona Cankr-IlerepOypra mo 3ammre nHhopManuy,

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHON O€3011aCHOCTH;

0(pOPMIIATH OTUETHI, MOATBEPKAAOIIIE BBIMOJIHEHUE MEPOIPUATHH MO 3aIuTe HHPOPMALIUH.

Wudpopmanus, NOIyd4eHHass B XOJA€ HPOBEAEHUS KOHTPOIMPYIOUIMX MEpPONPUATHH
0 JEUCTBUSX, COOBITUSX M TapamMeTpax, UMEIOIIUX OTHOIICHHE K peajH3alMd Mep MO 3alluTe
UHpOpMaLUK, JO0JKHA KOHCOJIMIUPOBATHCA U XPAHUTHCS B MECTaX, UCKIIOYAIOUIMX IOJyYeHHE
K HEll HECAaHKIITMOHUPOBAHHOIO JOCTYIIA.

MOHUTOPUHI JITaHHBIX O 3apErMCTPUPOBAHHBIX COOBITUAX HH(OPMAIMOHHON 0€30IaCHOCTH
JIOJIKEH MPOBOJUTHCS, TI0 BO3MOXHOCTH, C MCIIOJIb30BAaHUEM CHUCTEMbBI MOHUTOPUHIA MHIIUJIEHTOB
MH(POPMALIMOHHOM 0€30IIaCHOCTU MJIM BCTPOECHHBIX MEXaHU3MOB HACTPONKM M ayquTa COOBITUH
B NPOTPaMMHBIX W TNPOrpPaMMHO-AMIAPaTHBIX CPEICTBAaX, MCIOJIB3YEMbIX B HH()OPMAIMOHHON
un¢ppactpykrype 'bOY mkonsr No 581 ¢ yrmyOieHHBIM u3ydeHueM TexHonoruu [Ipumopckoro
paiiona Cankrt-IlerepOypra.

Yupasiienue puckamMmu

OnpeneneHue BHYTPEHHUX TpeOOBaHMM 1O 3aluTe MH(GOPMAIUH, JTOJKHBI OCHOBBIBATHCS
Ha pe3yJbTaTax IPOBEACHMS aHalIKW3a PHCKOB HApYyLIEHHs OCHOBHBIX CBOMCTB 0€30MacHOCTH
st “HpopMaImoHHbIX pecypcoB 'BOY mkonsr Ne 581 ¢ yriryOlieHHBIM M3ydeHUEM TEXHOJIOTHH
ITpumopckoro paiiona Cankr-IlerepOypra.

OCHOBOI1 OLIEHKH PUCKOB JOJDKHA OBITh OIIEHKA YCIOBUH U (aKTOPOB, KOTOPBIE MOTYT CTAaTh
IPUYMHOM HapyLIeHUs LeTOCTHOCTH, KOH(DUACHIMAIBHOCTH U JOCTYITHOCTH JJ1s1 HH(OPMAIIMOHHBIX
pecypcoB I'BOY mkonsr Ne 581 ¢ yriyOneHHsIM u3ydeHueM TexHojoruu [Ipumopckoro paiiona
Cankr-IlerepOypra.

PesynbTatom mpoBeneHus aHaiuM3a PUCKOB JOJDKEH OBbITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpPaBJICHHBIX HAa CHWKEHUE BO3MOYKHOIO HETaTMBHOI'O BIIMSHUS HA OCHOBHYIO JESTEIBHOCTH
I'BOY mxonbr Ne 581 ¢ yrayGneHHbIM u3ydeHueMm TexHoioruu I[Ipumopckoro paiiona CaHKT-
[TerepOypra mnpu peanuszalud TOHM MIM HMHOM yrpo3bl 0e30MmacHOCTH HMHGOpMAIMU U
o0OecrieunBarOIUX B JajbHEHIIEM JOCTATOYHBIA YpPOBEHb 3alllMIIEHHOCTH HWH(POPMAIIMOHHBIX
cucreM ['BOY mkonsr Ne 581 ¢ yriyOneHHbIM n3ydeHHeM TexHojoruu Ilpumopckoro paiiona
Cankr-IlerepOypra.

YnpasieHue HHIMICHTAMH HHPOPMALMOHHO 0€30aCHOCTH

st o6ecnieuenust 3¢ (PEKTUBHOTO pa3penieHus: HHIIUIEHTOB HH()OPMAITMOHHONW 0€3011aCHOCTH
B I'BOY mkone Ne 581 c¢ yrmyGneHHbIM u3yueHueM TexHosoruu [Ipumopckoro paiiona CaHKT-
[letepOypra, MHUHHMMH3ALMM TIOTEPb W YMEHBIICHHUS pPUCKA BO3HUKHOBEHHS IOBTOPHBIX
UHIUJEHTOB  JIOJDKHO  OCYILECTBJIATHCS ~ YOpABICHHWE  HMHIUAEHTAaMH  HMH()OpMaIMOHHOU
0€30I1aCHOCTH.

Jns yrpaBieHUs MHIMZACHTAaMH HH()OpMAIMOHHONW O0€30MacHOCTH JI0JKHA OBITh CO3JlaHa
ciy>x0a MOHMTOPHMHTIA M pearupoBaHUs Ha MHUUACHTHI MHPOPMAIIMOHHON 0€30IacHOCTH, KOTOpast
MOCPEJICTBOM KOMIUIEKCA CPEICTB M MEpONpHUATUH A cOopa W KOHCONMMIAIMU HH(pOpMAIUU
00 MHIMJEHTaX pellaeT JaHHYI0 33Jady. B OTHOIIEHMH Ka)KIOro MPOU3OMIEIIEr0 WHIUACHTA
paOOTHUKaMU U3 CIOY)XObl MOHUTOPMHTA M pearupoBaHUs Ha HWHIMIACHTH HH()OPMAIIMOHHON
0€30MacHOCTH JIOJIKEH BBINIOJHATHCS €ro aHaiu3, U pazpaboTka 3Q(PEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIN NHIUCHT.

AyauT cucreMbl o0ecriedeHnsi MHPOPMAIMOHHON 0e301aCHOCTH

B nemnsx oneHku Tekyuero ypoBHs nHpopmanronHoi 6e3onacioctu I'bOY mkonsr Ne 581 ¢
yrayOneHHbIM u3ydeHueM texHosoruu [Ipumopckoro paiiona Cankt-llerepOypra Ha perynspHoit
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT HHPOPMALIMOHHOM 6€30MaCHOCTH.

BHyTpeHnHue aynuThl JODKHBI BbINOJMHATHCS paboTHMKamMu ['BOY mkomer Ne 581 ¢
yriIyONeHHBIM n3ydeHueM TexHonoruu ITpumopckoro paitona Cankt-IlerepOypra. B uncio 3amay,
pelaeMbIX MpH MPOBEICHUU BHYTPEHHHUX ayIUTOB HH(POPMAIIMOHHONW O€30MaCHOCTH, BXOST:



cOOp M aHaJIU3 UCXOJIHBIX JAHHBIX 00 OPraHM3AIMOHHOW M (DYHKIIMOHAJIBLHOW CTPYKType
MH(OPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX ISl OLICHKU COCTOSIHHMSI CHCTEMBI 3aIllUThl HH(popMaLuu;

AQHAIN3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
uH(pOpMallMK Ha MPEAMET UX MOJHOTH U YPPEKTUBHOCTH, a TaKKe (POPMUPOBAHUE PEKOMEHIAIUi
1o uX J0paboTKe WK Pa3paboTKH HOBBIX;

obocHoBaHue (UHAHCOBOW I(P(HEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uHpopManuy,

pOBEpKa MPaBUIBLHOCTH BBIOOpA M HACTPOMKM CPEACTB  3alIMThl  HH(pOpmanuu,
(dbopMHpOBaHUE TPEATOKEHHNA MO UCIIOIB30BAHUIO UMEIOIINXCS CPEJICTB 3AIIUTHI HHPOPMALUU IS
MOBBIIICHHUST YPOBHS Haa&KHOCTH M Oe3omacHocTH MHpopManuoHHbIX cucteM ['BOY mkonbr Ne
581 c yrny6neHHsIM u3ydenueM texHonoruu Ilpumopckoro paiiona Cankr-IlerepOypra;

aHAJIW3 OTYETOB [0 MPOU3OLICAIINM HHUUJACHTaM WHGOPMAIMOHHON 0e301macHOCTH
Y IIPUHATHIM MEpaM 110 UX pa3peleHUIO.

IHoBbImeHne 0CBEIOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHu3anuMu KOMIUIEKCHOTO IIPOTHUBOJEHUCTBUS  yrpo3am 0€3011acHOCTHU
uHpopManuu, ucxoasmmm ot paboTHukoB ['BOY mkonsr Ne 581 ¢ yrinyOneHHBIM H3ydyeHHEM
texnosiorun [Ipumopckoro paitona Cankt-lIleTepOypra [0/DKHA TIOCTOSIHHO —TOBBIIIATHCS
UX OCBEIOMJICHHOCTh B 00J1aCTH 3aIUTHI HH(GOPMAIUH.

[ToBeimenne ocBemoMieHHOCTH paboTHHKOB ['BOY mkomer Ne 581 ¢ yrmyOuieHHBIM
uszydenueM Texnonoruu [Ipumopckoro paitona Cankt-IlerepOypra ocyiecTBisieTcs:

no cymectBytouuM B ['BOY mkone Ne 581 ¢ yriyOneHHBIM H3Yy4EHHEM TEXHOJOTUU
[Tpumopckoro paitona Cankt-IlerepOypra opranu3alMOHHO-PACTIOPSIAUTEIBHBIM JOKYMEHTAM,

no mnpumensemMbiM B I'BOY mkone Ne 581 ¢ yriayOneHHBIM M3yYEHUEM TEXHOJOTUU
[Tpumopckoro paitona Cankt-IlerepOypra mepam 3anuThl HHGOPMAIUY,

110 IPABUIILHOMY HCIIOJI30BAaHUIO CPEICTB 3alIUTHI HH(POPMALINH.

7  3AK/IIOYEHHUE

[Ipu u3MeHeHHMM AeHcTBYIOLIEro 3akoHojaTenbcTBa Poccuiickoit ®denepanuu B o6iactu
3alIUTHl MHPOPMAIIUK, a TaKXKe OpraHU3allMOHHO-PacTIOPAIUTENbHBIX JToKyMeHTOB ['BOY mikoss
Ne 581 ¢ yrnybnenHeiM u3zydeHnueMm TtexHonoruu IIpumopckoro paitona Canxt-IleTepOypra
HacTosAmas [lonmuTnka ¥ U3MEHEHUS K HEW NPUMEHSIOTCS B 4YacTH, HE NPOTHUBOpPEYALLEH BHOBb
IPUHSITHIM 3aKOHOJATENbHBIM U MHBIM HOPMAaTUBHBIM aKTaM, a TaKK€ BHYTPEHHHM JOKYMEHTaMm
I'BOY mkosner Ne 581 ¢ yrnyOneHHbIM u3ydeHHeM TexHojoruu Ilpumopckoro paifona CaHKT-
[TeTepOypra.

Bce TpeboBaHus, YCTaHOBJIEHHBIE JEMCTBYIOIIMM 3aKOHOJATEIbCTBOM  Poccuiickoii
®denepannn, MOJ3aKOHHBIMH aKTaMH M JOTOBOPHBIMHU OTHOIICHHSIMH, a Takxke moaxon ['BOY
mkoiabl Ne 581 ¢ yrimyGneHHbIM n3ydeHueM texHonoruu IIpumopckoro paitona Cankr-IlerepOypra
K 00€CIEeYeHHI0 COOTBETCTBUSI 3TUM TPEOOBAHUSIM JOJKHBI OBITH SIBHBIM 00pa3oM OIpe/esIeHBbl,
JIOKYMEHTUPOBAHBI U MTOAJEP/KUBATHCS B AKTYAJIbBHOM COCTOSIHUM.

B I'BOVY mkone Ne 581 c yrnyOneHHbIM u3ydyeHueM TexHosoruu Ilpumopckoro paiiona
Cankr-lIlerepOypra B NPHOPUTETHOM HANpaBJIEHUH JIOJDKEH pacCMaTpUBATBhCS — MEPEXO]l
Ha NMPOTrPaMMHOI0 00ecreueHNe OTeUeCTBEHHOTO MTPOU3BOIUTEINS, BKIIOUYEHHOTO B €IUHBIA peecTp
POCCHIMCKHMX MPOTrpaMM ISt AJIEKTPOHHBIX BBIYMCIUTENBHBIX MAllUH U 0a3 JAaHHBIX. B TOM uncne
[0 YacTH CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYJOBaHMSI M MPOTrpaMMHO-aINapaTHBIX CPE/ICTB
BKJIFOYEHHBIX B EJUHBIN peecTp pOCCUICKON PagrO3IEKTPOHHON IPOIYKLIUH.

IlepecMoTp M BHECEHME M3MEHEHMM B HacTosAmyro [loaMTHKY OCYLIECTBIISIFOTCS
Ha MEPUOINYECKON U BHEIIIAHOBOM OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 unbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 37eKTPOHHOM MOATHUCH.

3 Tlocranosnenune IIpaBurenbctBa Poccuiickoit ®enepammm ot 16.04.2012 Ne 313
«O06 yrtBepxaeHun [losnoxxeHus o TMIEH3UPOBAHUU AEATEIBHOCTU 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpaMUecKux) CpPEeACTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B OONacTH IU(POBAHUS
uH(popMaIuy, TEXHHYECKOMY OOCTY)KMBaHUIO MHU(POBAILHBIX (KpUNTOrpauUecKux) CpeACTB,
UH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBaIbHbIX (KpUOTOrpagUUECKUX) CPEACTB (3a HCKIIOYEHHMEM Cilydas, €CJId TEeXHHYECKOoe
oOciyxuBanue MU(POBATBHBIX (KpUNTOrpauIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpaM4ecKnx) CPEICTB, OCYIIECTBISETCS JJIi 00ecredeHuss COOCTBEHHBIX HYXKIT
IOPUJINYECKOTO JIMIA WK MHAMBUAYAbHOTO IPEANPUHUMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®emeparuu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3allMTe MEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JaHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCIOJBb30BAHUEM CPEJICTB KpUIITOrpaduyeckoi 3aiuThl MHGOPMAMK ¢ OrpaHUYEHHBIM
JIOCTYIIOM, HE COJIEpKallle CBEIECHM, COCTABIIOIINX MOCYAAPCTBEHHYIO TAHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxaenuu llomoxxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 Oe30MacHOCTH MEPCOHAIBHBIX AaHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpPTraHU3aIMOHHBIX U TEXHUYECKHUX Mep MO 00eCTeueHHI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB  KpUOTOrpapuueckol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISI  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaBurensctBoM Poccuiickoit denepanun TpeOoBaHUM K 3alUTE MEPCOHATbHBIX
JTAHHBIX
JUISL KQKAO0T0 U3 YPOBHEU 3alIUILIEHHOCTH.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucTnoHeHHH. OO01ue TpeOoBaHus .

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI».

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHopManuu. OCHOBHBIE TEPMHHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMarioOHHAs TEXHOJIOTHS. METOJBI U CpeCcTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHM».

14 TOCT P 50922-2006 «3amuTa napopmaryn. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3auu. PakTOpHI,
BO3/eHcTBYIONIME HAa HH(popMaruio. OOIIKe MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «UupopmanmonHas TexHOJOTUs. MeTombl
U cpefcTBa obecrieueHus: 6e3onacHocTH. Yacte 5. PyKOBOJICTBO 10 MEHEKMEHTY 0€301MacHOCTH



CeTM».

17 TOCT P HCO/TO 13569-2007 «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o “H(pOPMAIIMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarimonHas TEXHOIOTHA. MeTOIbl U CpeCTBa
obecrieueHus 6e30MmacHOCTH. MEeHEDKMEHT prcKa HH()OPMAIIMOHHON 0€30IacHOCTI.

19 T'OCT P UICO/M3K 27004-2021 «MudopmannoHHas TexXHOIOTHs. MeToAbl U cpeicTBa
obecrieyenus Oe3zomacHOCTH. MeEHEKMEHT HH(POPMAMOHHONW Oe30macHOCTH. MOHUTOPHHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wundopmanuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus UH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTEIIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.
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